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The Institute 
of Operational 
Risk (The IOR)

• The IOR was founded in 2004 and is the only professional 
institute for the discipline of operational risk.

• The IOR evolved from the think tank ‘ORRF’.

• IOR Mission: ‘The stated mission of the Institute is to promote the 
development and discipline of Operational Risk and to foster and 
maintain investigations and research into the best means and 
methods of developing and applying the discipline and to 
encourage, increase, disseminate and promote knowledge, 
education and training and the exchange of information and 
ideas.’

• The IOR joined the IRM Group in 2019

• What do you get: 1) A minimum of 4 events a year; 2) SPGs; 3) 
Networking community; 4) Newsletters; 5) recruitment page on 
the IOR website; 6) Access to IRM member benefits (including SIG 
and RIG events)

• Updated SPGs will be released through 2020 and will be 
available to IOR members. 

• England & Wales delivered 10 events in 2019 – hosted/ 
sponsored by the likes of Deloitte, the UK FCA, Protecht, Xactium
and Protiviti.

• Members get access to the archive of event materials and 
webinar recordings. 



The IOR 
Certificate in 
Operational 

Risk (CORM)

• In February 2018, the IOR launched a new Certificate in 
Operational Risk Management (CORM).

• The course (i.e. workbook study, workplace reflection 
exercises and learning activities) is expected to take you 130-
150 hours to complete. Students cannot take the exam 
within the first three months of study.

• The Workbook contains 9 chapters covering all key 
operational risk management concepts. The concepts are 
covered using theory and practical examples.

• As a CORM student you also get a year Associate level 
membership of the Institute of Operational Risk.

• This provides free access to the Institute’s Sound Practice 
Guidance documents and free attendance for any event 
hosted by the IOR.
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A brief introduction to the proposed regime…

¾ Key objectives and elements

¾ Rules-based requirements

¾ Risk-based assessment 

¾ Key implementation considerations

IFPR & ICARA - Key considerations for UK investment firms

mailto:bthornhill@Deloitte.co.uk


3Brian Thornhill | bthornhill@Deloitte.co.uk © 2020 Deloitte LLP. All rights reserved.

Key objectives and elements 
IFPR & ICARA – Key considerations for UK investment firms  

On 5 December 2019, the Investment Firm Directive (‘IFD’) and the Investment Firm Regulation (‘IFR’) were published, for
implementation across the EU by 26 June 2021.

As the UK is no longer an EU member state, it is not obliged to implement the EU’s IFR/IFD regime. The UK will instead pursue a
domestic regime (‘IFPR’) which should achieve similar intended outcomes as the IFR/IFD, but may also take into consideration UK
specific market priorities and objectives. The target date for UK implementation of the IFPR is set for 1st January 2022.

Scope & 
Classification

Capital & 
Own Funds 

Requirements
Prudential

Consolidation
Liquidity

ICARA ESG risk 
management

Risk Management, 
Governance 

& Review

Regulatory 
Reporting

Public 
DisclosureRemuneration

Action for Firms
The FCA’s rule-making powers on this subject, as well as some of the EU’s supporting standards and guidelines, are still to be
finalised. Consequently, the views presented today may not necessarily reflect the final position. UK investment firms may wish to
consider the following alongside the DP 20/2 proposals:

¾ The FCA’s finalised guidance on assessing adequate financial resources (FG 20/1)

¾ The EBA’s June 2020 IFR/IFD level 2 consultation

Deloitte blog:

¾ Preparing for IFPR implementation

mailto:bthornhill@Deloitte.co.uk
https://www.fca.org.uk/publication/finalised-guidance/fg20-1.pdf
https://eba.europa.eu/calendar/consultation-paper-draft-regulatory-technical-standards-related-implementation-new
https://ukfinancialservicesinsights.deloitte.com/post/102gjkq/investment-firms-prudential-regime-ifpr-uk-implementation-will-you-be-ready
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Rules-based requirements for non ‘small & non-interconnected’ (non-SNI) firms
IFPR & ICARA – Key considerations for UK investment firms  

K-Factors 

Permanent Minimum 
Capital (PMC)

Fixed Overheads 
Requirement (FOR)

K-Factor requirements

Risk to Client 
(RtC)

K-AUM Assets under management
K-COH Client orders handled
K-CMH Client money held
K-ASA Asset safeguarded & admin

Risk to 
Market (RtM)

K-NPR Net position risk
K-CMG Clearing margin given

Risk to Firm 
(RtF)

K-TCD Trading counterparty default
K-DTF Daily trade flow
K-CON Concentration risk

Fixed overheads requirement

Based on the IFR article 13 and applicable to all
investment firms:

¾ ¼ of prior financial year fixed overheads

¾ May be subject to regulatory adjustment where a
material change occurs during a firm’s business year

• Current year change of 30% of projected fixed
overheads or a change of greater than €2m

¾ Further EBA technical standards to be published

mailto:bthornhill@Deloitte.co.uk
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Risk-based requirements
IFPR & ICARA – Key considerations for UK investment firms  

RM&G
� Effective risk management arrangement to

minimise harm
� Risk committee for non-SNIs above a designated

threshold

ICARA

� Proposed (default) application at solo level

� Outcome based Pillar 2 assessment

� Capital & liquidity adequacy, stress testing and
reverse stress testing assessment

� Consideration of ESG related impacts

� Mandatory wind-down planning

SREP
� Legally binding Pillar 2 requirement (P2R)

� Additional Pillar 2 guidance (P2G) may apply

� FCA to provide further guidance on ICARAs,
wind-down planning and SREPs
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Selected implementation considerations
IFPR & ICARA – Key considerations for UK investment firms  

� EU application (26th June 2021) will precede UK IFPR target implementation (1st January 2022) 

� Further EU and FCA IFPR consultations and guidance still pending

� Data management & oversight arrangements for rules-based requirements and reporting 

� RM&G arrangements to support outcome-focused ICARAs

� ESG risk identification, assessment and reporting arrangements

� Alignment of disclosure and annual financial statement publications 

mailto:bthornhill@Deloitte.co.uk
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About Monte Carlo Plus
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• Services & Products

– Risk modelling software - mc+ 

– Advisory - model risk, audit and validation

• List of references and clients >

mc+ > easy to use 

© Monte Carlo Plus  | |    2.ılı. mc+ 



(3) Harm to Firm 
(RtF)

(2) Harm to Markets 
(RtM)

(1) Harm to Clients 
(RtC)

Business Model and Strategy 

Distribution

Retail W’sale Strategic 
Alliances

Distribution

Investments

Operations

Support
Services

REGULATED
ENTITIES / 
FUNDS

ICARA vs ICAAP> Different starting and ending points

Mandate breach / System outages / 
Disruption etc.

© Monte Carlo Plus  | |    3.ılı. mc+ 



FCA Checklist:

have a risk management framework which includes a clear risk appetite? 

adequately identify and quantify the material risks? 

have adequate systems and controls in place?

use adequate stress testing? 

meet the ‘use test’ i.e. day-to-day decision making?

have adequate financial resources based on the risk profile?

What-if scenarios for the activities undertaken & the harms that can be caused 

Likelihood of events, that all events might (not) occur at the same time

The FCA expectation on assessment of harm: 

Potential impact on their financial resources 

Supported by statistical models 

© Monte Carlo Plus  | |    4.ılı. mc+ 



Systems, controls
& actions
.Remediate Ctrl
.Add new Ctrl
.Enhance Ctrl
.Remove Ctrl 

Cost of Control

Business Model

Amount After

Risk Amount Before

Required 
Capital to 
cover risks 
to C/M/F

Additional risks>
.changes in BV
.C’party default
.Pension oblig’s
.Illiquidity

© Monte Carlo Plus  | |    5.ılı. mc+ 

Required 
Capital for 
Ad’l Risks

Forward looking 
scenarios reflecting 

potential harm to 
C/M/F

+ =

Likelihood and Impact 
from material risks

Required 
Capital to 
cover risks 
to C/M/F

K-Factors from 
activities, e.g.

K-AUM
K-COH
K-CMH

Permanent Minimum 
Capital Requirement

PMR

Fixed Overhead 
Requirement

FOR

= Risk 
Appetite

?

‘Use-test’ - day to day 
risk-based decisions

Required 
Capital & 
Liquidity

P2:

P1:



Potential for overestimating Pillar 2R if methods are too 
simple (especially for scenarios)
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Market risk (Simple 8% vs VaR )

Severe but 
plausible 
hypothetical 
scenarios

Volatility: 22%      22%     22%    22%
Holding period in days: 20        10          5        1

Potential Loss in %: 16.0%   11.3%   8.0%   3.6%

Credit risk (Simple 8% - vs CVaR)
PD: 1%        2%        3%       4%     
LGD: 100%   100%   100%   100%

Potential Loss in %: 3.23%   5.82%   8.17%  10.37%

Concentration risk
Liquidity risk

C’party default
Changes in BVRequired 

Capital for 
Ad’l Risks

Required 
Capital to 
cover risks 
to C/M/F

Simple addition of scenarios implies 100% 
correlation between events’ likelihoods and impacts. 
However, in reality not all events will happen in the 
same year and even if they did their impacts will not 
be at the same tale end. Furthermore, for most of 
the scenarios, except for a few, the likelihood over 
one year horizon is less than 100%. These two 
effects lead to an overestimation up to 60-70%.



We need to map scenarios to RtC, RtM, RtF
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Risk Name (from FG 20/1) RtC RtM RtF
1 Mandate breach by portfolio managers x x

2 System outages by platform and custody firms x x x

3 Unsuitable advice by financial advisors x x

4 Unsuitable investments by SIPP operators x

5 Poor outcomes for investors by advising firms due to insufficient due diligencex x

6 System outages by exchanges x x

7 Failure to check costumer’s affordability x

8 Disruption to continuity of service by payment services firms x x x

9 Market disruption due to rogue algorithms by principal trading firms x x x

10 Market abuse x

11 Unreliable performance x x x

12 Disruption to continuity of service x x x

>Is there a ‘list’ of scenarios?
>For each scenario we need an impact and likelihood
>Any other assumptions?



A Template for Potential Impact from a scenario
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Extreme but 
plausible case (£) Typical case  (£)

Remedial costs Direct cost of ‘making good’ the effects of 
the scenario

Client compensation Cost of compensating the client(s) and 
putting them in the position they should have 
been in

Legal liability Judgements, settlements and other legal 
costs

Regulatory fines Transaction reporting requirements and basis 
for fines set out on FCA website: 
https://www.fca.org.uk/markets/transaction-
reporting

Impact on revenue Lost revenue should typically be included if 
the reduction means that revenues would not 
cover costs for the duration of the scenario. 
The inclusion of lost revenues where revenue 
would still cover costs is discretionary and 
needs to be assessed on a case by case basis 

Impact on brand value If possible, estimate the likely impact in 
monetary terms of any damage to the brand. 
Be careful not to double-count on lost 
revenues

Impact

From FCA FG 20/1:
- Compensation & redress schemes for 
misconduct (part voluntary redress scheme) 
- Enforcement and fines (investigations or 
enforcement actions by the FCA, which 
might result in fine)
- Direct and indirect litigation costs – (to 
compensate consumers or other firms 
seeking redress through legal action)
- payments to protect its franchise and 
reputation to stay in business.-



A Template for Likelihood for a scenario
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Highly possible 50% chance of happening in the next 12 months or 
occurs at least once every 2 years

Possible 20% – 50% chance of happening in the next 12 
months or occurs once in every 2 to 5 years

Unlikely 10% - 20% chance of happening in the next 12 
months or occurs once in every 5 to 10 years

Remote
less than 10% chance of happening in the next 12 
months or occurs less than once in every 10 to 20 
years

Very remote
less than 5% chance of happening in the next 12 
months or occurs less than once in every 20 to 100 
years

x

Extremely 
remote

less than 1% chance of happening in the next 12 
months or occurs no more than once in every 100 
to 200 years or less

Justification for the assessment 

How often do you think that an event of this type may occur:  
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Investment Firm Review – Roadmap into 2021
Presented by Tin Lau

27/11/2020



Investment Firm Review Analysis by T. Lau 2

IFR/IFPR Talking Points
• Practicality of Timeline 

IFR takes effect from 26 June 2021.  Despite the transition period of 5 years, to comply with 

some elements of the regime, firms will need 15 months’ data by June 2021, so need to ensure 
they have taken action by March 2020. Pandemic during this time would have stifled efforts.

• Clarity of Classification
Class I and SNIs seem to be clear, who are these “certain large firms”?

• Legal Position of IFR during and after the Exit of the UK from the EU
IFPR & Equivalence

• Remuneration – New Prudential Factor & Banking Approach
Equity of application for firms with listed shares and those without

• Group Consolidation & Waivers
It is, however, not entirely clear how these requirements affect the rules for the consolidating 

parent entity. It is not clear if all firms within the group are required to comply individually with 

all provisions from the Investment Firm Regulation. 

• Concentration Risk
20% vs 25% - rationale and regular calibration?

• Risk Sensitivity of K-Factors
e.g. Duration of fixed income derivatives to be divided by 10.


