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Risk Management Agility and 

Risk Management Culture
Buzz words or real enterprise needs?
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CEO of Smart Risk Consulting,
Co-Founder of Risk-!n, European conferences addressing challenges in risk management, 
security, resilience and insurance. 

Stéphane’s expertise includes governance, design & development, implementation of risk 
management, process, methodologies, tools and workshop facilitation. 

Stéphane is a certified trainer for ISO 31000 by PECB, as well as a Risk Management 
trainer at INSEAD and speaker for international conferences. Stéphane is a Risk 
Management practitioner with more than 17 years of international experience.
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Steps of the study

1. Web search, Interview of market/topical experts, white 
papers…

2. Interview of practitioners from various industries based on the 
theoretical work

3. Consolidation and main points to develop to become risk agile 
and embed risk management culture
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Risk Management & Agility Benchmarking
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Adrian Clements CFIRM MIISRM MAIChE – AT-
IPIC – President. Global Risk Management 
Professional 2013 – Global Risk Award. European
Risk Manager of the Year 2009 – Strategic Risk. 
Board member of ERMINe (Enterprise Risk Mgmt. 
International Network), 2017 to Present. Board
Member of Education Development Committee, The 
IRM, 2015 to 2018
https://sites.google.com/view/adrianclements/Home
Michael Rasmussen The GRC Pundit & Analyst, 
GRC 20/20 Research, LLC. Honorary Life Member, 
Institute of Risk Management (IRM). The “Father of 
GRC”, being the first to define and model the GRC 
market in 2002 while at Forrester Research as Vice-
President and ’Top Analyst’ at Forrester, Inc.
https://grc2020.com/2019/11/19/grc-4-0-agile-grc-in-
a-dynamic-disrupted-organizaiton/
Patrick Schorderet Senior Manager, PwC
Switzerland
https://www.pwc.ch/en/insights/health-
industries/ready-for-agile.html
Marc Lahmann Partner and Leader Transformation 
Assurance, PwC Switzerland
https://www.pwc.ch/en/insights/risk/can-agile-enable-
a-full-scope-transformation-approach-and-realise-
expected-benefits-more-successfully.html

Darren Jacobs Business Solutions @ ReadiNow & 
Michael Rasmussen The GRC Pundit & Analyst, 
GRC 20/20 Research, LLC

Kaevin Rombaut IRM Belgium RIG - Risk
Management in an AGILE environment – 22.10.2019

McKinsey: The five trademarks of agile 
organizations

https://www.mckinsey.com/business-
functions/organization/our-insights/the-five-
trademarks-of-agile-organizations

PARIMA-Risk Competency Framework.The Pan-Asia 
Risk and Insurance Management Association 
(PARIMA) is committed to the development, evolution
and promotion of the risk profession and professional
standards in Risk Management across Asia-Pacific 
(APAC).

Norman D. Marks, CPA, CRMA Author, Speaker, 
Thought Leader. OCEG Fellow, Honorary Fellow of 
the Institute of Risk Management. Why does internal
audit need to be agile? Is your organization more 
agile than the Titanic? April 20, 2012 

https://normanmarks.wordpress.com/?s=agile

Tim Leech FCPA FCA CIA CRMA CFE. 
Managing Director Risk Oversight
Solutions Risk Oversight Solutions - Risk
Culture Survey for Objective Centric ERM 
IA

Hans Læssøe CEO AKTUS Former 
Head of Strategic Risk Management 
LEGO Group

IRM
Risk culture 
Resources for Practitioners

https://www.theirm.org/media/7236/risk-
culture-resources-for-practitioners.pdf



Definitions
• Agility
• Google: ability to move quickly and easily. ability to think and 

understand quickly.

• Cambridge: the power of moving quickly and easily; nimbleness. 
Exercises demanding agility: the ability to think and draw 
conclusions quickly; intellectual acuity.

• Agility in projects
• The ability of the project team and its stakeholders, to react to an 

event faster than the ability of the same event to adversely impact 
the project.
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Definitions

• Norman Marks 2016: 
• Risk agility: The ability to alter and adapt risk management infrastructure to 

respond quickly to changing markets, customer preferences or market
dynamics.

• Risk resiliency: The ability to withstand business disruption by relying on 
solid processes, controls and risk management tools and techniques, 
including a well-defined corporate culture and a powerful brand.
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Definitions

• Culture
• Google: Culture is the characteristics and knowledge of a 

particular group of people, encompassing language, religion, 
cuisine, social habits, music and arts. ... The word "culture" 
derives from a French term, which in turn derives from the Latin 
"colere," which means to tend to the earth and grow, or 
cultivation and nurture.

• Cambridge: the way of life, especially the general customs and 
beliefs, of a particular group of people at a particular time
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Definitions

• IRM Risk culture: 
…is a term describing the values, beliefs, knowledge, attitudes 
and understanding about risk shared by a group of people with a 
common purpose. This applies to all organisations - including 
private companies, public bodies, governments and not-for-
profits.
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Base information & Preliminary findings
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Concepts
Definitions

Process steps

Frameworks

JustificationsErrors

Mindset

Competencies

Beliefs or 
cognitive biaises



Base information & Preliminary findings
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Concepts
top-down «management wants to 
follow the agile trend» and bottom-
up «agile gives more autonomy to 
the teams»

Definitions
Looking into the future to see where 
you need to go as opposed to where 
you are going.
Agile is about focusing on speed, 
value and functionality.

Process steps
Train executive and management 
on how to assess risk.
Accountability

Frameworks
Agile GRC is also about 
collaboration with the second 
and third lines of defense, 
where different functions of 
risk, compliance, audit, 
security can all work together 
collectively

Justifications
that solution is obsolete by 
the time it’s ready to launch
digital disruption of 
healthcare is bringing new 
competitors into the market
and the reason they’re gaining
ground is because they are 
more agile.

Errors
If trying to manage risk requires 
200 employee hours to build a 
report once a year, and you fail to 
see that that risk issue started to 
develop 11 months ago, and it 
takes you 11 months later in the 
annual report to be able to see it, 
you're reacting to risk. You're not 
managing risk.

Mindset
GRC is something you do, not 
something you buy.
Agile is about changing how your
people think, act and solve
problems

Competencies
Cross-functional, self-organised and 
empowered teams deliver value 
through their flexibility, 
collaboration and proactive 
management of risk.
Agility, Active Learning, 
Environmental Radar

Beliefs or cognitive 
biaises
Agility has its own clock speed



Step 2

• Questionnaire and interviews with practitioners to collect existing
ERM/GRC practices from mostly different industries.

• Industries who participated in the survey:
• Air Traffic Control
• Construction
• Food
• Logistics
• Packaging
• Bank
• Software
• Pharma
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Survey Q&A - DEFINITION
• Do you have a company definition for AGILITY? 

• 100% NO
• That is a clear sign, we do not know what Agility means and it should be defined

• What would be your own definition for AGILITY:

• Most answers are quite similar and are about 
• adapting to change or sudden changes

• A more detailed view: 
• Agile mans to be flexible enough to prioritize, work out details where it brings the most business benefit and 

accept a basic approach where it doesn’t. Agile is also strong communication and collaboration to achieve
shared objectives.

12



Survey Q&A - DEFINITION

• Do you have a company definition for RISK MANAGEMENT AGILITY? 
• 90% NO

• …. allows individual units to apply, control and adapt their
risk management approach while getting more insights 
through flexibly aligning and communicating with peer risk
manager from other units or third parties.
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Survey Q&A - DEFINITION

• Your own definition Risk Management AGILITY
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making changes as they are needed

straightforward process/framework for managing risks

case-by-case rather than broadly applied solutions

understand what is no longer priority

Reacting on changing situations quickly and adapting risks and mitigations according to the given 
circumstances in order to be able to achieve the desired state. 

ability of an organization to systematically apply a logical and efficient method to analyze risks while 
allowing flexibility in the details of the analysis depending on the



Survey Q&A - MINDSET

• Has your company listed the necessary COMPETENCIES/BEHAVIOURS 
needed to be risk agile?

• 100% NO

• It should be defined in order to align roles and competencies 
needed
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Survey Q&A - MINDSET

• COMPETENCIES/BEHAVIOURS needed to be risk agile?
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common and clear goals, tracking of progress, giving and receiving regular feedback, quick adaptation, proactive communication 
and support

Open-minded, experienced, seasoned, non-administrative.

anticipation, 360 vision, flexibility, 

learning and sharing of knowledge as integral part of company culture. 
re-skilled the workforce, self-learning culture, fewer risk areas monitored
Business acumen, cross-functional understanding, strategic mindset, out of the box thinking, ability to challenge current methods 
and ways of thinking, bridging silos, linking risks to objectives and corroding them a tangible threats / opportunities to these
objectives.
Problem solving and case analytics; knowledge of risk fundaments … interpersonal strength. Diverse and complementary within a 
team

Constant information monitoring inside and outside the organization and constant dialogue with stakeholders

Work towards the big picture. Be willing to accept other priorities

comfortable with change and certain insecurity

Insight, Pragmatism, Tolerance, Dynamism



Survey Q&A - BARRIERS

• What are the barriers that prevent implementing risk agility?
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rigid company processes, company culture, lacking top Mgmt sponsorship and middle management

Laws, regulations, requirements, internal existing processes.

decision making process, organization 

favoring assurance over dynamism and favoring Policies over culture

Silos, private agendas, short term thinking,

Blaming culture. Poor communication. Missing comprehensive risk strategy.

old patterns (we always did it like this)

Lack of training on project management



Survey Q&A - INITIATIVES & PRACTICES 

• What are the initiatives and practices your company took to become risk 
agile?
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to integrate Risk Management into everyday business practices and decision-making

agile framework, risk systems (not software) improvement, methods and approach

enabling others in achieving it

• What are the initiatives you would recommend for implementation to 
become risk agile?

get back to the essentials, the need-to-haves

linkage between risks and a tangible threats / benefit in order to drive an intrinsic motivation to act agile upon risk
senior management endorsement. Good communication Allow flexibility for units in the choice of their risk management 
approach. Implement an integrated risk management solution. Identify related risks and knock-on effects. Communicate with peer 
risk managers. Review and adjust.

"doing" with management

accept any change if the costs are acceptable



Survey Q&A - CHANGE

• What were/would be the changes after implementing risk agility initiatives?
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Lighter overall process/framework, faster reaction times.

Focus on Actions and timely escalation of problems instead of a yearly/quarterly cycle

Risk would be actively lived rather than being artificially driven.

Probably a risk agility agenda would be connected to the greater Agile framework. 

Better collaboration. better risk insights. Flexibility in risk approaches. Easier supplier integration.

Greater involvement of stakeholders in an organization Faster reaction to critical risks or changes in risk exposure



Survey Q&A - ADD ONS 

• What else would you like to add about Risk Management AGILITY?
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more and more important and necessary in such a context ! 

A system that is simple and set up correctly immanently drives the right behaviours regardless of how the environment changes. 

Use a software that takes away the complexity



Culture & Risk Management 
Culture
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Survey Q&A - DEFINITION

• Do you have a company definition for CULTURE? 
• 50% NO, only one shared

• …. the way we do things, how we behave and how we treat 
each other. It thus describes the lived and sometimes 
unconscious, but generally accepted values, norms and 
behavior of a company.
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Survey Q&A - DEFINITION

• Write your own definition you could come up with for CULTURE:
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How you behave when no one is looking at you.

Most common behaviour of employees and management in front of the same situation. 

A set of agreed principles to be lived up to in order to achieve a shared vision 

Shared behavior and beliefs in a community that members of the community identify with.



Survey Q&A - DEFINITION

• No definition for Risk Management CULTURE
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• Write your own definition for Risk Management CULTURE

The way we incorporate Risk aspects in the things we are doing, in how we behave as professionals. 

Dealing with risks without having to consciously think about it. Risk as normal part of daily life.

We simply use the risk appetite to bound everything together

Knowledge / consciousness that risk exist and is managed in a certain way

Curious - understand the risk and actions. Define the pros and cons of doing something about it and make a conscious decision of your 
mitigation action.



Survey Q&A - MINDSET

• Has your company listed the necessary COMPETENCIES/BEHAVIORS 
linked to Risk Management CULTURE?

• 80% NO (details not available or not found)

• It should be defined in order to align roles and competencies 
needed
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Survey Q&A - MINDSET

• COMPETENCIES/BEHAVIORS linked to Risk Management CULTURE
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no blaming but learning.

ability to challenge current methods and ways of thinking, bridging silos, linking risks to objectives and corroding them a tangible threats / 
opportunities to these objectives.

Common sense

emotional intelligence, creating the environment

Risks need to be seen as positive and pro-active management



Survey Q&A - BARRIERS

• What are the barriers that prevent the implementation of a sound Risk 
Management CULTURE? 
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Regulations, laws, internal processes, lack of training, positioning of risk management in company.
Management behavior, risk appetite and processes and tools
Private agendas, short term thinking,

Culture of fear connected to risk identification and analysis; lack of knowledge around positive risk management outcomes. 
A company culture that would promote daredevil approach to business and short term wins
not seeing the benefit, fear and blaming culture, disconnected approaches and silos
Afraid of change

Confusion on the role of who / when / what in risk management 
Lack of "tone at the top" 
Lack of pragmatism 
Method too technocratic and not business oriented enough 
Lack of resources in project management 
The risk manager does not always want to embrace his role of facilitator and remains an expert



Survey Q&A - INITIATIVES & PRACTICES 

• What are the initiatives and practices your company implemented for a 
sound Risk Management ?
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Collaboration with other Assurance Functions. 

Favoring objectives discussions over formal risk reporting. 

Remove risk management as a dedicated activity and engrain it into planning, finance and delivery.

Trainings, online information, and attitude of management. 

Joint workshops where risk management function acts as facilitator 

Priorities & to do list



Survey Q&A - CHANGE

• What were/would be the changes after implementing Risk Management 
CULTURE initiatives?
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better acceptance of risks as part of business life.

Link risk management to company objectives and provide a clear financial value that need to be included in financial plans. 

Greater risk awareness; increased number of identified risks; more reliable background for strategic decision-making; greater personal 
ownership of company “health”. 

Increasing opportunities



Study outcome
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Now what?
Companies wanting to work on agility and culture in risk management should:

1. Define what it means involving relevant stakeholders and embed in the strategy thinking,
2. Cross fertilize knowledge between teams, bridge silos,
3. Hire agile personnel or train the existing ones,
4. Keep open discussion channels and allow being challenged in WoW,
5. Reach out to experts and existing literature, scanning the horizon and listening to internal 

and external weak signals,
6. Consider digitalization and automatization to ease cumbersome activities, stop spending 

time on risk reports and start working with risk dashboards and live monitoring, 
7. Stop setting-up risk management outside core activities and start embedding in company 

governance and curriculum,
8. Stop acting as an expert start being a business partner and increase competencies of 

operational and corporate teams,
9. …walk the talk
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Thank you
Please ask questions!
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