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. Content

= Major topics covered in the survey are:
— Methodology and Respondent details
— BCM Maturity
— BCM Infrastructure
— Supply Chain Risks
— Incidents and Losses
— BCM Dirrivers
— Barriers to BCM
— Benefits of BCM and BCM Plan Purpose
— BS25999 Collaboration
— BCM as a Strategic Influence




. Methodology and Respondent Details
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BCM Maturity

— 4 questions to measure maturity

Similar responses for the first 3 questions: over 80% of respondents either agree or strongly agree.

— As a contrast, for the 4th question, only 57% of respondents agree or strongly agree
— This shows that companies still have long way to go to embed BCM policy into their culture.
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. BCM Maturity

— Overall, this shows that 78% of respondents believe their organisation to be towards the later stages of
the maturity model.

— However, our experience of rating organisations would suggest that the 78% of respondents who
believe their organisation to be mature or very mature (4-5) are being optimistic.

— This is supported by further evidence within the survey, such as that only 54% of respondents use BCM
as a strategic tool.
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BCM Infrastructure

The Person in Charge of BCM

Chief Financial
Oither Officer
13% 7%

HSE Eiuﬂﬂgl?l Chief Risk Officar
' 15%
Cperations Officer
4%
Risk Manager Chief Executive
11% Officer
Q%5

Business

Continuity

Manager
3%

Audit and induction
protocols

Formalised, automated 3rd
party software

Customized databases [ In-

house developad software

Word or Excel based

templates with key
recovery data

Manual charts describing
key processes

0%

BCM infrastructure includes

10%

20%

30% 40% 50% 60% 0%  B0%

J

Standards applied in the development of BCM in our
organisation?
Local risk management
/ business continuity
standards
16%

In house developed
policies and
procedures

32%

Worldwide accepted
business continuity
standards
52%

— 37% dedicated BCM manager, 31% C-level, 32%

middle management

— 83% using manual methods, however 50% over
1,000 employees

— This is inline with largest barriers to BCM being
“Lack of time” and “lack of resource”

— 52% are following worldwide standards

— This corresponds with 42% intending to align with
BS25999 over the next 2 years.




. Supply Chain Risks

— 64% agree supply chain risks are covered by their BCM.
— Perceived to be an issue mainly for non-financial sector companies.

— In Financial Services, only the cutting edge of firms realise how important and vulnerable their supply
chain can be.
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. Incidents and Losses

— 20% Supply failures, 18% fire/explosion and 17% IT failure.

— Much higher percentage of physical losses (62%), as opposed to the non-physical ones. This could be
representative of

o an overall higher frequency of these types of losses; or
o that risk and BCM teams are more focused on physical losses; or
o simply that it is easier to quantify a major physical loss.

— 84% of all respondents have had at least one incident in the past 2 years. However, elsewhere in this
survey only 50% of respondents cited “Past Experience” as a major driver for BCM.
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. BCM Drivers
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Barriers to BCM

— The main barriers to BCM are seen as conflicting priorities (30%), a lack of budget (30%) and a lack of
resource (27%).

— Lack of executive sponsorship is seen as one of the smallest barriers; however, in reality all major
barriers are somehow linked to the lack of executive sponsorship.
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. Benefits of BCM

— The main benefit of having a BCM plan is to ensure that your company is prepared should an incident
occur.

— Good to see that 58% of respondents found that they had a better understanding of their business.

— BCM has many other peripheral benefits. Although seen intangible and often hard to quantify, but they do
help to justify the cost of a BCM Programme

Benefits of BCM over last 12 months

Better preparation for known and unforeseen threats

Better understanding of your business

Increased regulatory conpliance

Improved risk-inteligent decision-making 1

Faster recovery after real inddents
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0 10 20 30 40 50 G0 70




. Benefits of BCM

— The fact that protecting reputation and staff come above protecting profits is a good sign.

— This shows that their reputation and staff are more important than a short-term loss of money for the firms.

BCM specifically designed to

Protect our reputation ]

Recover critical business processes |
Protect staff |

Protect our business strategy :
Protect our revenue and proftt |
Fulfil legal/requlatory obligations |
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. BS25999 Collaboration

launched in 2007. Although it is a British Standard, it has relevance outside of the UK.
— 42% said they intended to align their organisation with BS 25999 in the next 2 years.

set to comply (24% strongly).

5,000 people, there is a 45% of alignment, as opposed to a 24% chance in firms under 100.

— BS 25999 is a British Standard that regulates BCM programme implementation and management that

— Regulatory concerns are likely to be a large driver for BS 25999 alignment. 58% of Financial Services are

— The size of a company also seems to be important when considering BS 25999 alignment. In firms over
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. BCM as a Strategic Influence

— culmination of all the previous responses.

— Results show a shift towards a strategy driven BCM focus, with 54% saying they use BCM as a strategic
influence.

— The survey doesn’t reveal in what way BCM is a strategic influence. Extreme examples such as clients
where BCM considerations influence the location of new sites and the nature of business carried out on

those sites. Some businesses are now starting to take account of resilience as one of the factors in
measuring value in making investment decisions.
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Business Continuity Management (BCM) activity mapped to product life cycle

A 3. Maturity based
programme
management

2. Exercising and

4. Supply Chain embedding

5. Integrated risk

management 1. Plan building

Volume

Organisation maturity

BCM development life cycle
Leading Edge =———p Early majority ————p Late majority =————p Laggards

>

Time




. The commonality between BCM and Risk Management

Risk BC
Management Management

Likelihood Dependencies

Fllter Fllter

Impact Threats

Controls Controls

Plans Plans
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Protection against threat Recovery of business
May miss high impact low probability events May miss specific risk responses




. An integrated approach to Risk Management and BCM
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. Choice of treatments — BCM and Operational Risk Management

m Risk Mitigation Risk Transfer

. Property All Risks /
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