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= |s Solvency Il anything new?
— ERM/ GRC
— 15031000
— UK Corporate Governance Code
— Walker Report
— Revised SEC regulations
— Standards & Poor’s assessment of ERM

= What are the drivers for change:
— compliance project versus opportunity to embed ERM more effectively?

= How has software been used to support other risk initiatives?
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= QOrganisational legacies - most insurance companies have evolved
over time with the following consequences:
— No or multiple risk management frameworks;
— Differing models, modelling systems and methodologies; and

— Multiple systems being used simultaneously to handle risk and exposure
modelling needs.

= Qutcomes - leads to a jJumble of results and inconsistent risk
output.

= Embedding:
— People — Risk culture
— Processes — embedded and sustainable ERM
— Systems — data quality and management
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= Calculation of:
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MCR

SCR using either European Standard Formula, or an internal model
subject to approval

Market consistent valuations of assets and liabilities
Response of capital requirements to the risk profile of the organisation

Calculation of Best Estimate Reserves & Margins, and the size of risk
margins

et
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= Overall governance arrangements

Strategy & Risk appetite
*Oversight arrangements

maad Use test, decision & planning support

*Technical pricing & value contribution is core input to product
design & pricing
*Metrics to identify underperforming portfolios

* Risk appetite definition
* ORSA report
 Supervisory disclosure & reporting

Risk identification/Risk assessment/Risk

monitoring
Risk Identification Risk assessment & Risk monitoring & mgmnt
) measurement b T .
*Covers all types of risks *“Industrialised” analysis

. . ; ) +Single version of the truth . .
Identifying emerging risks -Reflects the risks presented Control of key risks

* KPIs/ KRIs
* Incident/ loss reporting
* Stress testing & scenario analysis

* Real time capture of all risk types
* Appropriate risk appetite
* Risk analysis techniques

sl RISk reporting & management information

eInformation to drive business decisions
«Clear, concise and reflective of current status

 Escalation & notification process
« Common risk language
* Fast, easy access to quality risk data

=1 Data, IT, infrastructure

*Integration of risk & finance systems architecture
*Data to be consistent, complete, accurate and auditable

* Integration with other software systems
» Customisable security
* Full audit history

md Policies, Standards, People, Culture

*Clear ownership of tasks and risk decisions
*Consistent policies and standards

* Different languages & currencies
* Risk process embedded in software

Source: Ernst & Young, 2009

* Tracking of treatment actions & controls
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= |nitial steps:

Develop clear list of software requirements

Understand what systems are currently being used in the organisation, for what, and their
capabilities in relation to the defined requirements

Look for opportunities to streamline systems and data and identify any gaps
Research and shortlist potential systems that will fill any identified gap

» Cultural aspects to consider:
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Understand the business challenges
Broader change program should be considered
= Key messages
= Executive sponsorship
= Common risk language
= Training
= Incentives and sanctions
= Risk ownership and accountability
How risk mature is the organisation and how mature does it need to be?
Measurements of success
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= Key strategic advantages to be gained through embedding an efficient and
effective software support system are:

— Aggregation and escalation of data

— Broader risk linkages e.g. between strategy, risks, controls and
incidents/ losses

— Reduction in time spent on manual risk processes
— Auditability of evidence based approach

— Proactive email alerts

— Customised information management
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Required software capabilities
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Enterprise-wide Governance Risk & Compliance

Asset &
Facilities Risk

Corporate &
Strategic Risk

IT Risk &
Security

Quality
Management

Business
Continuity
& Crisis
Management

Emerging Risk
Identification

Incident
Management

Opportunity
& Bid
Management

Compliance
Management

Environmental
Risk

Insurance
Risk

Process
Excellence

Risk-adjusted
Performance
Management

Financial Risk
& Controls

Internal
Audit

Process Risk

Risk Reserves
& Provisions

Active Risk Manager

Corporate
Governance
& Ethics

Hazard
Management

Issue
Management

Project,
Program &
Portfolic Risk

Supply Chain
Risk
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Use test, decision & planning support

Risk Adjusted Corporate Performance

Performance Targat

Project Profit Targst

Green House Gas (GHG) Emission
Reducfion

Increase in automation of extraction
Processes

‘Waste material reduchion
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£\ Within 20% of Target
@ witin 10% of Target

- KPis not configured comecty
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View Al Site Content
Internal Audit Home
Planning

= Planned Audits

ARM Enterprise Compliance Management = Internal Audit = Pages = Action Tracking

@ Action Tracking Use this page to track the status of findings, issues and recommendations arising from an audit. To edit details for an action, click its title.

Select an Audit
New ~  Actions ~ Settings -

= Resource Planning

= Calendar

Audit Audit ID Year Quarter StartDate End Dat= Content Type  Directorate £
ST ¢ Intellectual Property 1A.08.93 2008 Q4 16/02/2008  25/02/2009 Completion Decommissioning & Clean Etienne Lamb|
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= Terms of Reference (o LCBLI Project 1A.08.12 2008 Q3 06/10/2008  23/11/2009 TOR Decommissioning & Clean Karl Pringle
Uy
o T e =
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= Detailed Fieldwork
- Audit Report ¢ IT Governance Audit 1A.08.14 2009 Qi 16/05/2009 23/11/2009 Pla
= Assessments ¢ Audit of Governance Structures - Rutherford 1A.08.15 2009 Q4 15/01/2008 23/05/2009 Fie
Completed € Recrutment Audit 14.07.17 2008 Q1 16/05/2008  23/07/2008  Cor Freferences || Configuration | Security | | ntegration || b aintenance |
= Completed Audits ¢ Review of Governance Arrangements of Subsidiaries - Hinton 14.08.23 2008 Q4 23/02/2008 04/05/2008 Cot
up and Rutherford
¢~ Review of Governance Arrangements of Subsidiaries - DRS 1A.08.30 2009 Q4 23/02/2008 04/07/2003 Fie RU IES
= Action Tracking
Archive € Commercisl FY 2003 Aucit 140831 2003 Q% 02/03/2003  13/08/2003  Ase Manage rightz az=ociated with roles. The rightz determine
‘Management Info " - ) . . -
& EEITE SR R R ZEE G DEDYERE TR G 8{& which operationz a uzer will be able to perform, for Holes...
(o Audit of petty cash 1A.02.33 2002 Q4 01/03/2008 01/12/2009 Pla

External Assurance

example Add or Approve Rizks.

2] Recycle Bin Action Tracking
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Action Number  Audit Lookup Risk Lookup Priority Rating ') Due Date
5 Closed Gut s o &) Manage securrt:,.r ﬂﬂrlbutes. Theze can t.:-e useq to restrict
001 Cash 14:1002 2 psyments wers Etierne access to certain rizks bazed on matching attributez Attributes...
reimbursements not countersigned Lambert ) .
o 5LCs asszigned to individual ugers.
Lack of
documentation
around the 1P
controls U=zerz & Groups
S e = e e Iheeien
§E§i§'§§$m ‘m:::opm?na. wgfﬁdmfm swa Manage uzers, rezources and groups. Uzers must be azzociated with a
delivery of key deploying such a Windows logon identity and be a member of at least one group az accezs

T .
T[] Sl

Groups... || Defaults... || Ugers...

Access

Manage user access to specific business arsas (folders, activities,
= requiremsntz etc) and Rizks.

Buziness Area... || Rizks... |

Dizclaimer
efine a warning mezzage or dizclaimer te dizplay to users
Diefi i dizclai to dizplay b
! before they are allowed to enter Active Rizk Manager.
&
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1
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i
1 Owner: [Andrew Darby || =l Strategy: [reduce -] Cost (€) o]
[
i High Lewel | |
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i Falleack Plan | |
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b |io | Title | Targst Score |Due | owener |Effectiveness | T
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=i 287 Drive [T compliance 28 Mar 2009 Keiran Betteley Undefined
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