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Risk Culture & The Credit Crunch

e \
“They should have confidence in .\ \\\\
their risk culture and the courage ‘\\ E‘E’L?:a%,i'"fk e
to be able to say: Although we
making lots of money here,
additional risk will not result in
additional value being added to
the business in the long term.”

“But it also requires a certain degree of courage
In cases where a company’s culture is not yet
ready to embrace ERM fully. As Chris Duncan
said, “... for ERM to be effective, occasionally
one does have to swim against the tide and run
the risk of getting eaten by the

sharks.”
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ecreditcrisis

2008 ,
Financial
Crisis

A Wake-up Call for
Enterprise Risk Management




Rating Agency response Irm
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Insurance Criteria: Evaluating The
Enterprise Risk Management Practices
Of Insurance Companies

Rk management is at the haart of whar Seandard & Poor's Rariogs Services doss when
analyzing insurers and reinsurers. Wihin each categocy of amalysi wed to evakate insurers,
Standard & Poar’s implicily and explicidy evaluates risk and how cisks are maroged

Wih the new ride-management evaluarion process described inthis arride, ritk
management wil hecome 1 separace, major cavegory of our anakyss. In our published full
analyses, the new caregory wil be tided “Encerpeise Rk Managamee.” The companies
that are seen 1o be the best pecfornens in chis category will be chose dhar have robust risk-
managemene processes char are carried acroas the entire enterprise and dhar foem a basis for
informing and dicscing the finn's fundameneal decizsion makdng.

Specifically, enterprie risk managamnene (ERM
- Allmas a moes prospeciive view of an insurer's riske peofile and capical needs.

[s a highly alceed anakytic proces thar recoanizes each insurer's Lnique sirucnice,
prochucts, mix of business, pocential eamings sivzams, cash Aows, and invesona scrareey.
[s 2 process dhat pacognizes the benefics and rides of a divenified base of peoducis,

invesonenes, and geographic spread of risk that can quarify che benzfins of uncomreacsd

o partially comelaced risks.
The ERM evakation will provide 2 more disciplined rool oo bring informarion abour chis
major mpe of management and cocporate soatsgy iwo the rating racionale. The qualicy of
managzmene i the arza of rise and che sranegic choices relacing 1o cisk ard retuen will be
ermphasized Unfavocabl operacing periomance will he viewed i the ghe of risk choices
and risk rolerances thar arz a pan of the ERM evaluation Favorableaperating performanc:
that is driven by higher sk takdng will b= distinguished from bigher returns for the same
lewvels of nisk within the ERM evabaiion process. Current levebs of capralization have
akwas bezn comparsd with risks, bue with dve ERM evaluacion, funare compariscon of ride
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* Rating agencies increasingly set
the ERM agenda in Financial
Services

o S&P provide a separate ERM
Rating focusing on:

Risk culture

Risk control practices
Emerging risks

Strategic risk management




Why is risk culture difficult? 1118
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“Employees are charged with conducting their business affairs in
accordance with the highest ethical standards. An employee shall
not conduct himself or herself in a manner which directly or
indirectly would be detrimental to the best interests of the company
or in a manner which would bring to the employee financial gain

separately derived as a direct consequence of his or employment
with the company”

Anyone can write a Code of Ethics...

Enron Code of Ethics
July 2000




Getting it wrong can be painful... Irm
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ANDERSEN

The Arthur Andersen partner was on his cell phone
when he said,

"Ship the Enron documents to the feds,”
but hig Secretary heard,

"Rip the Enron documents to shreds.”

It turns out that it was all just a case of bad cellular.

Spl’il‘lt Pcs The clear alternative to cellular =




Define a risk management culture? [RLALL
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A set of rules?

A common language?

A business process?
Effective tools?

A set of shared values?
A common perspective ?
Consistent behaviours?




A culture Is complex...
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The ‘way’ we do things

Routines




How is culture manifested? 1111
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Risk culture is seen through the prism of Behaviours, specifically risk-
taking behaviours.

Risk appetite governs how risk taking is perceived, governed and
rewarded

Managed Modified Changed
Attitudes = Behaviour = Culture




Linking risk competence to Values?
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“Culture is about how principles are learned and translated in day-to-day behaviour.
Values contribute to the culture and may include integrity, customer focus and results.”
Council for Competitiveness (2008)

Typical organisational values might also include:
— Integrity - Doing the right thing, trust
— Courage — Facing the truth and acting decisively

— Empathy — Listening, showing respect, showing we
care

— Motivation - Aiming higher and delivering
— Diversity — Celebrating difference
— Teamwork — Working together

How is risk competence and awareness integrated into such a values framework?




Culture 1s about shared meanings... Irm

CO mmon Govern ance Sp| r|t Leading the risk profession
Widely held system of shared meanings
Rules are adhered to

A

Independence Systems of Control
Increasingly independent of Strong pressure to conform

other people’s pressure to conform to a shared system of meanings

- Staff are left to be guided - Rules are set to guide behaviour
by their own values -

A\ 4

Weak Governance Spirit
Private system of meanings
Rules are not implemented




Culture Survey — ‘Measuring culture’

Four key elements of risk culture identified
— Tone at the Top

* Risk Leadership

* Responding to ‘Bad News’
Governance

* Risk Governance

» Risk Transparency
Competency

» Risk Resources

» Risk Competence
Decision Making

» Risk Decisions

 Rewarding appropriate
taking

Leading the risk profession

Risk Culture Healthcheck
Rizk Audit Planner




Diagnosising organisational culture

Common Governance Spirit
Widely held system of shared meanings
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Strategic
Governance

- Staff are left to be guide
by their own values - «

Tactical
Governance
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Style of ERM implementation

Independenca

’ Management

other people S pressure to oonfor

- Staff are left to be guid‘e
by their own values - «
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Private system of meanings
Rules are not implemented
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Systems of Control

I Stlrong pressure to conform
to a;shared system of meanings
- Rules are set to guide behaviour




‘Moving’ the culture
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Common Governance Spirit

Widely held system of shared meanings

other people’s pressure to olonform

- Staff are left to be guided
by their own values - «

Entrepreneurial
organisation where
‘anything goes’

Ryl,esa%e'radheteg to

N | 7
=~ | /” . .
Weak Goverprance Spirit
Private system of meanings
Rules are not implemented
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Regulated organisation
where compliance can
stifle creativity

S‘ystems of Control

Sg'rong pressure to conform

to a;shared system of meanings

- Rules are set to guide behaviour




How can this be done?

A risk culture needs to be proactively fostered and
shepherded towards desired outcomes. A
constructive risk culture would have the following
characteristics:

Leadership behaviours support &
encourage appropriate risk taking
Executive sponsorship is clear
Risk awareness is encouraged
People learn from poorly managed risks
without ‘shooting’ the bringer of bad news
Appetite and boundaries of risk taking are
discussed and agreed
Roles and accountabilities for managing
risks are defined
Risk is visible in key decision making

« Skilled risk taking is rewarded and valued
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Leadership Behaviours to foster risk culture 1511
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Signalling that managing risk is part of everyone’s responsibilities

Signalling that managing risk is part of ‘business as usual’ and is a
valued skill

Clearly communicating boundaries of acceptable risk

Encouraging, empowering and supporting team members in
managing risks

Encouraging challenge and learning from risk management
judgements

Encouraging discussion and analysis of unexpected results

Securing training and support to ensure that those tasked with
managing risks are capable of doing so




Culture is key to ‘embedding’ :
and ‘use test’ il
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Risk awareness

Common language

Risk Appetite

Training & Development
Communication and Engagement
Risk Ownership and Accountability
Performance & Recognition

Juswiiwwon)
|leuostad buisealou|




1844

Leading the risk profession

Questions?
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