An inoculation against Fraud
and Corruption?

Is this possible?
Nigel lyer
The Hibis Group
19th June 2008
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+Fraud and Corruption demystified

<+ Proactive Prevention (case
experiences) and future trends?

« Measurement of resistance
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Relying solely on legislation and regulation
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76 Lockheed Bribery Scandal

80s Savings & Loan Frauds in the
UsS

91 BCCI Crash

Corruption recognized as major
obstacle to global / social
development

02 Enron, Worldcom

02 — 04 constant flow of new
public bribery cases
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77 Foreign Corrupt Practices Act

87 Treadway Commission
92 COSO Report

92 Cadbury Commission
95 Code of Conduct

97 OECD anti-bribery convention

02  Sarbanes-Oxley Act

04 UN Global Compact (10th
Principle)
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When a cough becomes pneumonia

Losses systematically hidden
Organised black money
systems
Hidden management
ownership of

business partners

Property frauds
Managers Kickbacks

owning suppliers

Collusion with customers

False marketing
costs

Unfair
Rumours about ,. .
dismissals
expenses

»

Investigation time
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hat we are up against..




Joining forces!

The CEO/

Corporate Security / CFO/ Group

Legal,

/Compliance and

CORRUPTION

Human ~ and FRAUD Ethics Officer
Resources
% \ Internal
Audit
Corporate
Responsibility Y
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How much is lost each year?

+ A “typical” company with a turnover of £
100 million. How much do you estimate Is
(on average) lost because of fraud and
corruption each year?

g£0 to £ 100 Thousand

g£ 100 Thousand to £ 1 million
g£ 1 million to £ 5 million
g0ver £5 million



The true cost

Unethical
/

Deliberate
. Examples

Direct Costs + IndlreCt COStS
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- Who’'s involved? -




The commercial reality

Sales 1000

Costs 959 9207
Operating Profit| 561 g&o*




-Some Influential factors-

nrormation

OPPORTUNITY

Integration + Material
MOTIVATION | Desire




Opportunity

Motivation




-perceptions Vs reality -
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pery slope

@
U\ "Steal” office supplies

()

Fiddle travel expenses

Entertainment, free holidays

Receive gifts
Active Corruption

2
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Real Prevention

VS

“what we have always done...”




Ringing success: Nokia's anti-fraud and corruption strategy

Mobile telephone giant

Mokia has launched a
successful appropriate
business behaviour
programme called the Code
of Conduct. By December
2006, more than 81% of its
employees had completed the
e-learning course. The campaign
was awarded first prize in the
Federation of European Business
Communicators Association's Grand

Prix 2006 in the category of Business

conduct work in their professional and

The window of opportunity

presented by Mokia's
involvement in the UM
Global Compact was used to

spearhead efforts against
potential fraud and
corruption. As a result,

the programme was

led by the corporate
responsibility function.

Several other
functions, such as

corruption and other inappropriate

personal lives business behaviour were addressed.
This avoided the danger of each

The overall message was: 'we take our department giving partial messages

responsibilities seriously, and we support that could easily be perceived as

each other in achieving our ethical goals inconsistent with each other.

through our Code of Conduct.' The Code of

Conduct is something that all employees Mokia paid attention to cultural issues

and partners of Mokia, in the widest sense,  with Code of Conduct training delivered

should focus on.

in over 30 languages.
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Joining forces!

The CEO/
Corporate Security / CFO / Risk
\ Management
Legal,

CORRUPTION

%ompliance and

Human ~ and FRAUD Ethics Officer
Resources
% \ Internal
Audit
Corporate
Responsibility Y
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Case 3 — One step
beyond...



http://www.tnt.com/country/en_corporate/services/picture/planes/tnt747-400.html

The Corporate Health Check

Corporate



[ Fraud Awareness | Fraud Management Strategy | Cases | Policies | Final test/Survey |

p
Could this be an indicator of possible fraud or corruption?

You discover that the wife of a long time senior employee is the majority
shareholder of a company that provides temporary labor services to your
company . You are also aware that the wife has a full time job in the
accounting department of a local real estate company

The employee can drag the

indicator and drop it where \

he or she think the most (o)

appropiate answer is. Feedback is YES NO

left depending on where the 5 #

indicator is left and if neccessary ”, $
) »

the indicator shows a more correct
answer @ \\\
' U
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[ Fraud Awareness V Fraud Management Strategy ]f Cases Y Policies Y Final test/Survey |

Can you spot some of the red
flags (4 in total) which make
this invoice worthy of closer

inspection?

Click on the areas where you
may see a red flag.

WWU HOLDING GROUP

Vaduz
Furstentum Liechtenstein

Zurich Ao, 200X

Attn: Mesers Geiger / Lestrange
YEZW Corporation

135 Avenme Molire

1190 Bruzelles

Belaium
INVOICE 0010

In accordance with our contract,
we itrwoice you the initial marketing fee
for New Developtnent #2

GIOICICIC,

with the sum of UsD 100 000
Flease transfer ta the following bank account:
Soginvest Banca
BEDO Locarno - Mursito
“ia Statzione 9
Kaonto Mr 55 000 71

N

./

Y.
7z 101S
‘ i A k



nce — the ultimate goal

Tone at the top

Results :
. Risk
and review
] ssessment
of actions
Learning Risk
from events Treatment

Management Implementation
of incidents of controls
Training
Monitoring and and
detection awareness
programs

Monitoring of the

Executive Board Risk follow up

Internal Audit Process




Perception of Resistance to Fraud and Corruption

Very Good

Good

Reasonable

Poor

Very Poor
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\What we should see...

+ Focus on real prevention (not just
compliance)

— Active training and awareness programs
— Looking for the red flags
+ One clear anti fraud and corruption message

+ Resistance to fraud and corruption is
measured and built into performance
assessment



Erosion of value: what should you be looking for?

Major examples of fraud and
corruption include:

+ misrepresentation by third
parties and insiders with regard to
a corporate merger, acquisition
or divestment

« diversion of expenditure on
either major capital expenditure
projects or otherwise procurement
operations

+ deliberate overcharging by suppliers

* payments paid to agents, third parties
and officials that would normally be
called 'bribes’

+ preferential treatment of customers in
exchange for a kickback

« false accounting, including material
and deliberate misstatement of
financial information.
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Tracking fraud and corruption

How to subtract value

How to add value

Argue about definitions of fraud and
corruption, wasting valuable time and
fragmenting management focus.

Achieve maximum management focus by grouping
fraud and corruption together and making your
definitions as wide as possible.

Be lulled into a false sense of security by
assuming that once policies are distributed
they are automatically read.

Identify and work with the many allied departments
to create mandates and implied mandates.

Be afraid to let employees tell you which
methods of fraud would work best.

Foster a culture of openness when talking about
fraud and corruption. Understand the methods and
then apply the controls.

Get bogged down in checklists and
satisfying regulations for the sake of it.

|dentify people in the organisation who can become
official or unofficial ambassadors against fraud and
corruption.

Feel that you have to make a change
alone, allowing others to comfortably
sit on the fence.

Plan for the long term. Countering fraud and
corruption works like a vaccination programme
rather than a one-time cure: regular boosters are
required.
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