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What is BS311007?




. BS31100 Code of Practice for risk management

“This British Standard has been developed by practi tioners throughout the
risk management community, drawing upon their consi derable academic,

technical and practical experiences of risk managem ent.” source Draft Standard
BS31100

“As a Code of Practice, this British Standard takes the form of guidance and
recommendations. It should not be quoted as if it w ere a specification and
particular care should be taken to ensure that clai ms of compliance are not

misleading” — source Draft Standard BS31100
Consultation seminars in 2004

Draft issued February 2008

Final version due Oct/ Nov 2008

“... the published standard will not differ dramatically " — quote from Kevin
Laverty, Content Developer, BsI - Kevin.Laverty@bsigroup.com



. BS31100 Structure

Scope

Risk management principles
Risk management

Risk management framework
Risk management process
Implementing risk management

Annexes
— Risk categories
— Risk management tools
— Risk responses
— Controls
— Risk maturity models
— Consequences of risk
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. Risk Management Framework

source Draft Standard BS31100

—



. Risk Management Framework — Marsh’s Perspective

Risk Management Framework

RM Infrastructure RM Process RM Integration

. Identify, assess, _
Vision/Goals / and prioritise \ Operational Processes
Governance business risks Strategic Planning
Oversight Structure resﬁﬁg/rii?j;ate Analyse key risks Quiality Process
Common Language with decision- and Ckgj_lr_rt'?”t Competency Models
. capabllities
Policies making processes Service goals, P 1 Scorecards
objectives, .
I2ETE O Measure, monitor and strategies Determine Resou_rce Allc?catlon
Tools and report strategies Capital Projects

Techniques risk management and design Partnerships
performance new capabilities

Tolerances Develop and Capital Allocation
Limits \ execute /
action plans /

establish metrics

RM Culture

Enabling Activities

Change Continuous Improvement Communication  Information Sharing Awareness/Training
Management




. Risk Management Process

source Draft Standard BS31100 Formal
Audit
I
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. Risk Management Process — Marsh Perspective

Identify, Assess,
and Prioritise
Service Risks

Service
Goals,
Objectives
& Strategies

Develop and
Execute
Action Plans

Analyse Key Risks
and Current
Capabilities
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Determine

Strategies

and Design
New Capabilities




BS31100 What it means to have a British Standard in risk
management?

Parallels in other areas of risk:
— Information security — ISO/IEC 27001:2005, was BS7799 -1,2
— Business Continuity Management — BS 25999-1,2

How standards evolve
— Part 1- Codes of practice
— Part 2 - Management Systems (certifiable against)

Benefits of having certified compliance to a standard?



Other related risk standards




. Standards, standards

Risk Management Standard” published jointly by ALARM ,AIRMIC and IRM, 2002

ISO 31000 Risk management — Guidelines on principles  and implementation of
risk management — in consultation until mid Septembe r

PD ISO/IEC Guide 73:2002

— Risk Management, Assessment and Analysis: vocabulary - guidelines for use in
standards .

Business Continuity Management - BS 25999-1,2

Project management - BS6079-3: 2000
— guide to the management of business related project risk

AS/NZS 4360: 2004 Risk Management (as used by NHS)
Combined Code
OECD

Plus:

“The Orange Book — Management of Risk — Principles an  d Concepts” — HM
Treasury, 2004

“Management of Risk: Guidance for Practitioners” — Of fice of Government
Commerce , 2007




. Standards, standards

The likelihood is; if you are fully compliant with a n existing code
orstandard ..................... ..

“The word “should” is used to express the recommendat lons of
this standard, with which the user has to comply in order to
comply with the standard. The word “may” is used in t he text to
express permissibility, e.g. as an alternative to the primary
recommendation of the clause. The word “can” is used to
express possibility, e.g. a consequence of an action or an event.

Risk management has to continuously, systematically and
proportionally address the risks surrounding an organizat lon’s
activities. It cannot be separated from the culture of the
organization.

source Draft Standard BS31100



. Thou shalt..................

Risk Management should be:
Systematic and structured
Based on best available information
Explicitly address uncertainty
Part of decision making

Taking into account organisational culture, human fa ctors and
behaviour

Create and protect value
Tailored
Transparent and inclusive

Dynamic, iterative and responsive to change



Risk Management — Marsh

perspective







. Risk Management Focus

What's Your Risk Radar
Focused On?

Projects &

Operational
Programmes

Strategic




. Implementing Risk Management Standards Marsh perspective

Pragmatism is key
Apply national and sector standards sensibly and not verbatim

Avoid temptation to copy somebody else's strategy — no matter how
many prizes they may have won!

Agree risk appetite as part of RM strategy
Evolve RM policy, procedures and methodologies from the strategy

Be careful to integrate the various “silos” of risk management




A Risk Management Maturity Model
How far have you come? How far do you want to go?

Integrated RM

levels

Value added

e Collaborations

e Partners and key
suppliers

* Projects
» Decision-making
» Added value

Better outcomes!

Basic risk manaiement Best iractice / industri Ieadini




Implementing BS31100

the practical next steps




. Discussion  the practicalities

Would you implement?

What has to be done in your organisation to comply with BS31100
— Short term

— Medium term

— Long term

Benefits of applying the standard
— Internally?

— Externally — contracts, partnerships, PPP/NPD (Scottish Futures
Trust) , out-sourcing etc, etc?



Summary




. Implementing BS31100 in the Public Sector

Having a standard is an opportunity to recognise and evolve best
practice

A standard will enable organisations to ask/demand/ better risk
management from their contractors, suppliers, partners

Any standard needs to be implemented pragmatically to be totally
effective




Any Questions?

Doug Smith
Tel: 07825 228470
E-mail: douglas.s.smith@marsh.com
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