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Our agenda for today

1. What is keeping ERM on the
corporate agenda?

2. How to measure and further
enhance ERM maturity?

3. A practical example from the
UK energy sector

4. Questions & Answers
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1. What is keeping ERM on the corporate
?
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Following the economic crisis, organisations are facing
Increasing pressures to Improve ERM practices

Business pull

Desire to learn the lessons from the crash,
avoid similar in the future

Need to protect business reputation in turbulent
times as shareholders, credit agencies and
customers are more cautious, expecting to see
robust risk management and ready to punish
failure swiftly

Opportunities for growth returning, but a
changed world and so need for better risk
taking and management

Clear concern from management that GRC
functions need enhancing
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Regulatory push

Regulators’ response requires a more explicit
Risk Management process and structure (e.g.,
Walker Report, UK Corporate Governance
Code, FSA regulations, 8th EU Directive, Basel

1)

An organisation’s approach to dealing with
changes in regulatory requirements
determines the potential value that can be

derived from risk management and controls
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Business pull —the majority of respondents see a strong
need to enhance GRC* functions

*GRC includes governance, risk and compliance activities, e.g., Risk Management, Internal Control,

Compliance, Internal Audit, etc.

Companiesfeelthereis astrong need
to enhancetheir GRCfunctions:

Low need
17%
Strong Neutral
need 16%

67%

Shareholders and investors

place highimportanceon Low importance

GRC efforts: 210
_ High Neutral
Importance 10%
69%

Thereis strong external pressure on
organisationstoincreasetheir GRC
Capability. They see GRC as having:

Low pressure

26%
Strong
presgggj Neutral
15%

Business pull: In general, two out of
three respondents and four out of five
stakeholders see a fundamental need to
enhance the GRC functions of companies
because of external pressure increases

“Expectations on governance, risk and compliance from the management, operational leader and external stakeholder perspective”, an
Ernst & Young survey of 567 companies in Europe, the Middle East, India and Asia, 2010
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Regulatory push —the evolving regulatory landscape for
Financial Services increases focus on ERM
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International
cooperation

Market stability
and systemic risk
regulation for
systemically
significant
institutions

Prudential
regulation and
supervision for
banks —
enhanced
standards for risk
and liquidity
management and
capital

Transparency
and disclosure

Consumer
protection

Accounting
Standards

Increased international regulatory standards and improved international cooperation

Systemic risk regulator

Heightened prudential regulation and supervision for the largest, most complex financial institutions (IFHCs)

Clearing and
settlement
systems

Insurance
companies

Commercial banks/bank
holding companies

Money market

mutual funds Hedge funds/PE

Liquidity Risk management — board-level governance; develop risk appetite; independentrisk Reqistrati
buffers: managementfunctions; scenario analysis and stress testing; aggregated monitoring and egl_s ration
'S; ; requirements
maturity reporting ;
orman
limits Liquidity management — diversified funding mix; analysis of liquidity under stress funds v
conditions; funding contingency plans; disclosure standards

Regulatory capital — address procyclicality; raising of “well capitalized” benchmarks;
adoption of capital ratio ranges; enhancementof disclosure standards

Executive compensation — incentives; disclosure; alignmentof risk/reward time horizon

Regulatory reporting — quality assurance, cross border, transactions

OTCderivatives — standard
contracts; central counterparty
clearing; conservative capital
and collateral

Structured products —
increased disclosure
standards; requirement of
issuers to retain somerisk

Credit rating agencies —
increased transparency and
disclosures; management
of conflicts of interest

Tax —Risk management,
cross border, and
information exchange

Regulation; licensing; disclosures; duties of care

Evolving requirements (e.g. securitization accounting, ALLL, disclosures, valuation
methodologies)
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Regulatory push —the UK Corporate Governance Code
2010 drives focus on ERM in non-FS organisations

More explicit focus on risk and risk management:

The revised Code is more explicit about risk and articulates increased requirements for the assessment, management
and monitoring of risks, including responsibilities for the board to:

Identify and assess all risks that are ‘significant’, including the
strategic risks

Define the organisation’s risk appetite/tolerance, described as
“the nature and extent of the significant risks it is willing to take in achieving its strategic objectives”.

It reaffirms, as per the previous Code, the requirements for the board to:
Maintain a sound risk management system.

Conduct an annual review of the effectiveness of the organisation’s risk management system as well as the internal
control system.

The Combined Code 2008 The UK Corporate Governance Code 2010

C.2 Risk Management and Internal Control'*

12
C.2 Internal Control Main Principle

Main Principle The board is responsible for determining the nature and extent of the
significant risks it is willing to take in achieving its strategic
objectives. The board should maintain sound risk management and
internal control systems.

The board should maintain a sound system of internal control to
safeguard shareholders’ investment and the company’s assets.

Code Pravision Code Provision

C.2.1 The board should, at least annually, conduct a review of the effectiveness
of the group’s system of internal controls and should report to
shareholders that they have done so'. The review should cover all
material controls, including financial, operational and compliance
controls and risk management systems.

C.2.1 The board should, at least annually, conduct a review of the effectiveness
of the company’s risk management and internal control systems and
should report to shareholders that they have done so'. The review
should cover all material controls, including financial, operational and
compliance controls.
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Leading practices are emerging in the wake of the

current economic crisis....

Changing attitudes: Risk is now everybody’s
responsibility and plays a major role in
decision-making across the organisation

Comprehensive: Organisations are taking a
more holistic view (“end-to-end integrated
view”) to better understand risk
interdependencies and aggregate impacts

Proactive: Companies are becoming more
forward-looking and predictive, incorporating
stress-testing and scenario analysis

Risk appetite and tolerance: Leading
organisations are defining risk tolerances and
building a consistent organisational risk
management culture

Transparency: Sharing of data, open
decision-making and enhanced reporting to
executive management has become
increasingly important
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Board communications: A majority of
organisations indicate they are changing the
frequency and substance of their Board-level
risk discussions

Risk committees: Companies have added
committees focused on enterprise risk and/or
crisis management

Specialty skills: Leading companies are
enhancing their risk management control
functions, adding new people and leveraging
specialty skills to address business risk on a
comprehensive basis

Monitoring: Ongoing monitoring and the
escalation of risk has become more robust with
greater clarity or information and enhanced
consistency across risk functions

Governance: Overall, leading organisations
are driving “Risk Governance” from a holistic
business perspective
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What is ERM?

‘... aprocess, effected by an entity's board of
directors, management and other personnel, applied
In strategy setting and across the enterprise,
designed to identify potential events that may affect
the entity, and manage risks to be within its risk
appetite, to provide reasonable assurance regarding
the achievement of entity objectives.”

Source: COSO Enterprise Risk Management — Integrated Framework, 2004, COSO.
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What does it mean in practice?
An enterprise approach to risk and performance

Key Comprehensive risk coverage
business
. o . . Risk and
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Alignment to business objectives
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The objective for ERM is increasingly to achieve the
‘right’ balance between risk, cost and value

Do we know our key risks?

Do we have effective risk reporting
for executive management and the
Board?

Are we accepting the right level
of risk?

Do we know if our risks are being
properly managed?

Do we have a comprehensive risk
framework in place?

Do we understand the risks that
our company faces?

» Are we focused on the risks
that matter?

» Do we have duplicative or
overlapping risk functions?

» Are we leveraging automated
controls versus manual controls?

» Do we have the right mix of skills
at the right cost?

» Have we optimized the use of
technology to manage risk?

» Can we use alternative sourcing
strategies to reduce costs?

Are the risks we take aligned to
our business strategies and
objectives?

Are we getting the right return on
our risk investment?

Are we getting process
improvement ideas?

Are we taking the right risks to
achieve competitive advantage?

Is risk management slowing me
down or helping me go faster?
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Measuring ERM maturity — Standard & Poor’s ERM
scoring definitions

Companies that can demonstrate all characteristics of those scored
Excellent “strong”, have well developed capabilities and can also demonstrate risk /
reward optimization

Companies that can demonstrate an enterprise-wide view of risks and can
Strong demonstrate capabilities to consistently identify, measure and manage risk
exposures and losses in-line with predetermined risk tolerance guidelines

Companies with baseline capabilities to consistently identify, measure and
Adequate comprehensively manage risk exposures, yet continue to manage risk in
separate silos

Companies with limited capabilities to consistently identify, measure and

Weak : : -
comprehensively manage risk exposures and thus, limit losses

Source: Standard & Poor’s To Apply Enterprise Risk Analysis To Corporate Ratings, 7 May 2008
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Measuring ERM maturity — maturity of framework design
versus consistency of application
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Consistency of Approach

Integrated

N\
Moderate . ”
\

Coordinated

Consistent

Current

Inconsistent

Ad-Hoc

Basic Evolving Established Advanced Leading

Maturity of Design
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Components of ERM maturity — example 1

Governance

%
g
124
<

Tools and
technology

Methods and
practices

Methodology

Skills and
resources

Does your company have the proper
oversight on risk?

Are risk decisions made with proper
guidance?

Purpose and
mandate

Competency

development Do your people have the

necessary skills to manage
risk?

Does your culture encourage
taking the appropriate risks?

Performance
and reward

Reporting and
communications Who does what and how

are they coordinated?

How is risk information
shared and escalated?

Metrics and
measures

Alignment and
coordination

Monitor
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Components of ERM maturity — example 2

Governance People Methods & Practices
Tone at the top Culture and Risk identification
performance and assessment
Strategies and
objectives Alignment and Control design and
coordination effectiveness
Policy and
procedures Competence and Process
capabilities improvement and
Organizational efficiency
structure Roles and
responsibilities Monitoring and
Compliance reporting

Communication
Technology

Page 17 Measuring and enhancing ERM maturity Ell ERNST & YOUNG

Quality In Everything We Do



Components of ERM maturity — example 3

Risk Culture
Risk Management and Internal Control

Strategic Risk Emerging Risk
Management Preparation
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Components of ERM maturity — example 4

e
<A

Reputational Risks

Strategic & Financial
Business Reporting
Risks Risks

Operational Risks
Internal Control System (ICS)
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The future of ERM framework diagnostic
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Risk Governance

Strategic Risk Management

Internal External
Audit Audit

Mandate & Scope

Infrastructure & People

Methods & Practices

Information & Technology

Business Level Risk Management
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3.A practical example from the UK
eeeeeeeeeeee
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Background

A subsidiary of a large integrated energy company was transforming its business model
to provision of insurance-based services

As a result of becoming FSA regulated, the company is subjected to stricter
requirements with respect to governance, risk management and internal control

A review was anticipated in 2011 by the FSA which would focus on these frameworks
when assessing the adequacy of the company’s enterprise risk and control practices

Prior to this project the organisation had five control frameworks: regulatory, financial,
operational, risk management and IT — operating discretely, at different maturity

Large elements of these frameworks required further development and were not on par
with the rest of the group or recognised ‘better’ practice

The organisation acted to address the above by setting up a project and forming a
cross-functional team with external support from Ernst & Young

Project objective — establish a structured and sustainable Enterprise Risk & Control
Framework which covers risk management, financial, regulatory, operational and IT
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Approach

1. Diagnostic 2. Remediation (short and medium term)
Review of risk & control Improvements were identified and grouped in three areas which
framework documentation formed the basis for the ‘Improvement Roadmap’

Stakeholder interviews and
walkthroughs of detailed

controls 3

Embedding risk
Benchmarking against FSA 5 & control culture
requirements and ‘better’
practice

Integration of
risk & control
Development of a roadmap 1. HEWENIIS

to improve the company’s Remediation of
enterprise risk & control framework gaps
practices
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Improvement ‘roadmap’

Short-term Medium-term
(0-3 months) (4-12 months)
Identify gaps within each risk & control Remediate the individual frameworks and
. framework in order to achieve required maturity further enhance components to achieve a
1. Remediation - - . : ) . .
levels for the ARROW visit (as a minimum — monitored’ maturity in all areas — standardised
of framework ‘ o . . 7 . .
ans standardised’) — control activities are controls with periodic testing for effective
gap designed, in place, consistently applied and are design and operation with reporting to
adequately documented management
2. Integration Establish a baseline to support the alignment Integrate the various frameworks to create one
of risk & and coordination across the existing risk & view with coordinated monitoring and reporting
control control frameworks and sharing of good practice
frameworks
. Establish a baseline to support the creation of Embed the target controls culture in the
3. Embedding a strong risk & control culture through a organisation and include within individual
risk & control common understanding of risks and controls scorecard objectives
culture and a visible executive sponsorship

The short-term and long-term actions were designed to support the achievement of
an integrated ERM&C framework supported by an embedded risk & control culture
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Implementing the improvements

A PMO was established to direct and monitor the implementation of
the agreed improvement actions

Appropriate project governance was established to enable and monitor
Implementation through a Steering Group and a Working Group

Weekly progress/status updates were provided to the Steering
Group and the Working Group through management dashboards

QA sessions were scheduled after the completion of short-term
actions to challenge the action owners and ensure completeness

The agreed improvement actions were signed off formally by the respective owners
to ensure appropriate accountability for implementation of the actions
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Benefits and next steps

Benefits realised to date

Compliance with key FSA obligations

Enhanced risk management, control
processes and documentation

Consistent methodologies, templates and
tools across the frameworks

Stronger accountability for risk & controls
amongst senior stakeholders

Improved risk & control awareness and
competence amongst stakeholders

Improved governance through revised
committee composition

Better appreciation of risk appetite and
calibrated risk assessment approach
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Next steps

Further integration across the risk & control
frameworks through the use of a common IT
system

Further integration between risk & control
frameworks and major programmes

Implementation of KRI reporting
Validation of control effectiveness

Further optimisation of controls through
standardisation and automation

Benefits realisation — demonstrating tangible
P&L improvements
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4. Questions & Answers
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For further information

Owen Purcell
Partner — Risk
UK&I Advisory, Ernst & Young

Tel: 020 7951 0059
Email: opurcell@uk.ey.com

Leif Tveide
Senior Manager — Risk
UK&I Advisory, Ernst & Young

Tel: 020 7951 6887
Email: ltveide@uk.ey.com

Measuring and enhancing ERM maturity Ell ERNST & YOUNG

Quality In Everything We Do




Thank you
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