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Agenda

The context for Enterprise Risk Management (“ERM”)

Concepts and Applications of ERM

– ERM infrastructure, assessment and mapping

– ERM strategies and solutions

Th P th F dThe Path Forward
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The Context for ERMThe Context for ERM



Balance Diverse Interests of Internal & External Stakeholders

Business Units
Pressure to grow revenue

Internal Requirements External Requirements
Shareholders / Investors

Pressure to maximize value creation Value Creation
PerformancePerformance ProductivityFocus on business opportunities

Upside of risk
Focus on stock price performance

Expect attractive returns on capital

Growth Returns

PerformancePerformance - Productivity
Risk vs. Reward

RISK MANAGEMENT

Growth Returns

Organizational

Goals & ObjectivesRISK MANAGEMENT

CapitalGovernance

Goals & Objectives

Debtholders / Policyholders / 
Rating Agencies / Regulators

Emphasis on capital structure
Minimize risk of default

Control and Compliance
Emphasis on control of earnings volatility and 
business performance consistency

Financial Strength
ConformanceConformance - Adequacy

Risk vs. Capital

Sound Risk Management practices
business performance consistency
Compliance- regulatory and internal requirements
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Balance Diverse Interests of Internal & External Stakeholders

“There is a fine line between risk“There is a fine line between risk--taking and recklessness. Risktaking and recklessness. Risk--taking taking 
drives innovation; recklessness drives over a cliff. In recent years, the drives innovation; recklessness drives over a cliff. In recent years, the 
Western world had too much of the latter”Western world had too much of the latter”Western world had too much of the latter                              Western world had too much of the latter                              

International Herald Tribune, October 2008

“It was not greed and stupidity that brought the world to the precipice, “It was not greed and stupidity that brought the world to the precipice, 
b t b d t Th h b l k f t l db t b d t Th h b l k f t l dbut bad management. There has been a lack of control and but bad management. There has been a lack of control and 
understanding of emerging issues and an unwillingness to heed understanding of emerging issues and an unwillingness to heed 
warnings that came from impeccable sourceswarnings that came from impeccable sources

Financial Times October 2008Financial Times, October 2008

“The banks that are surviving the best today … “The banks that are surviving the best today … -- like JP Morgan and like JP Morgan and 
Banco Santander Banco Santander –– are not surviving because they were better are not surviving because they were better 

l t d th th b k th t t b t b thl t d th th b k th t t b t b thregulated than the banks across the street but because they were regulated than the banks across the street but because they were 
better run. Their leaders were most vigilant about their risk exposure better run. Their leaders were most vigilant about their risk exposure 
than any regulator required them to be”than any regulator required them to be”

International Herald Tribune October 2008International Herald Tribune, October 2008
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ERM I f t tERM I f t tERM Infrastructure, 
Assessment and Mapping

ERM Infrastructure, 
Assessment and Mapping



Critical Components of an ERM Framework

Design an ERM
Structure for

Value CreationValue Creation

Assess and 
Measure Risks

Monitor and Report
what Matters, 

Continuously Improve

Business
Objectives

and Strategies

Develop Strategies,
Implement Solutions,

Optimize Cost of Risk  p
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Project Approach to ERM

E

IT security

Assess Design Execute Value capture

Organizational 
• Risk-based 

Decision Making

Safety & Security Programs

• Risk Assessment and 
Mapping

• Risk Bearing Capacity/

Im
ple

ER
M

 Strategi

IT security

Business / Revenue Continuity

Risk-based Capital Allocation

Decision Making
• Accountability & 

Discipline
• Ethics & 

Integrity

Risk Evaluation

• Risk Bearing Capacity/  
Appetite

Baseline & Gap Analysis

m
entation P

ies &
 Solutio

Crisis Management & Recovery 

Employee Selection & Retention

• Compliance

Economic
Net Income Lift• Risk Quantification

• Benchmarking
• ERM capabilities 

review/Gap Analysis

Plan

ons D
esign

Efficient Processes

Hedging, Forward Contracts

Lobbying, Regulatory Monitoring

• Net Income Lift
• Balance Sheet 

Protection
• Earnings 

Volatility Benefity g, g y g

Risk Financing, Insurance Program
• Recovery 

Benefit

Infrastructure, Measurement, Reporting, Continuous Improvement
Data / IT Support
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RMC Oversight Structure –
Governance and Accountability

Governance
Board of Directors

Coordinated Decision Making

Governance
CEO

Executive Committee Risk Management Committee 

Enable, Collect, Analyze, 
Facilitate and Synthesize
“1st line of defense”

Corp Risk Mgt Function 

Business
i A

Corp Funct
A

Operations and Support –
Own, Manage and Report  
“Manage Risk at the Source”Business

U it C

Business
Unit  B

Unit  A

Corp Funct
C

A

Corp Funct
B

ERM Team

Independent Validation 
Functions
“2nd li f d f ”

Unit  C C

Compliance Internal audit

“2nd line of defense”
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Risk Prioritization Map – Illustrative
Risk defined: The uncertainties that the organization must understand and effectively  manage to 
execute its strategies, achieve its business objectives  and performance goals, and create value
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Understanding the effect of risk impacts, probabilities and           
capabilities is key for a successful risk management process
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Risk Strategies and SolutionsRisk Strategies and Solutions



Managers Can Choose from Alternative ERM Strategies

Avoid Divest
Prohibit 
Stop
Target
S

Retain
Screen
Eliminate • Accept 

• Re-price
• Self insure
• Offset
• Plan

Determine Risk Strategies
Avoid
Retain
Reduce
Transfer

Reduce • Disperse
• Control
• Re-organize
• Re-engineer

Transfer
Leverage

Transfer • Insure
• Reinsure
• Hedge
• Securitize

All tLeverage • Share
• Outsource 
• Indemnify

• Allocate
• Diversify
• Expand
• Create 
• Redesign
• Arbitrage
• Renegotiate
• Influence
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Effective Combination of Risk Strategies –
An Example of Reduction and Transfer

Cost (a)

Cost of Reduction 

Cost of both 
Reduction and 
Insurance

X% reduction
(internal RM practices 
and controls)

in TCOR

(b)

Cost of Transfer 
(Insurance and Captive)

0
Optimum Level of RM

( )

RM required
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Effective Combination of Risk Strategies –
Implementation Business Case

Revenues
$1bn

1%* insurable risk expenditure
=> $10m

Estimated
Savings-
potential• Improved negotiations

• More focussed insurance 
purchase

• Effective Combination
3 – 8%

potential

65%
risk

transfer Effective Combination
of risk strategies

5 – 10%• Effective prevention
18%

retained

transfer

• Improved efficiency
• Efficient Reduction

10 – 15%

Effective preventionretained
risk

13% 
Risk Mgt

Estimated annual savings potential 4% – 9% = $450,000 – $900,000

4%  ext. costs*
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Improving Decision-making by Incorporating Risk Factors –
Illustrative

Estimated Returns on Opportunities for Decommissioned Property (illustrative)
Business Option Traditional 

ROI 
Key Risk 
Factor

Representative Risk 
Reduction Costs

Risk 
Adjusted 

Analysis ROI Analysis

Lease Property to 
Third party

20% Deferred 
Environmental 
Cl

Increased cleanup costs 
related to deferral

5%
p y

Cleanup

Sell Property 25% Future Lost 
Production

New contingency contracts 
to meet potential 

d ti h tf ll

10%

production shortfalls

Hold and Maintain 
Property

40% On-Site Injury 
Liability

Property upgrades to meet 
current safety standards

7%
p y

Donate Property 15% Immediate 
environmental  
Cleanup

Search costs for relevant 
recipient and additional 
‘permitted use’ contracting

13%

The tendency for traditional business cases to ignore 
or underestimate operational risks often misleads 
decision makers by distorting risk-reward profiles of 
competing alternatives 12



Developing an ‘Enhanced’ Structure to Optimize ERM 
Capabilities

L l f E Ri k S l i AdT f E Level of Exposure Risk Solution AdvantagesType of Exposure

Low Income and 
internal reduction

Operating Group focus 
Efficient

Expected

Medium

internal reduction Efficient

Captive and/or 
internal reduction Cash flow

Unexpected

High Insurance

Capital markets, 

Diversification
Pooling
Established Mechanism
Long-term 

Extreme government, insurance & 
capital market hybrid

Access to very large 
pool of capital
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Making It HappenMaking It Happen



Linking Strategy, Objectives and Appetite is Required 
to Effectively Manage Risk 

Business Cycle ERM Tools Management Challenges

CAPITAL Explicit integration of risk strategic plans
Strategy

Definition

CAPITAL

LIMITS

s

Explicit integration of risk strategic plans

Set risk appetite and ensure its consistency with 
strategy

Integrate financial and risk-capital planning

Budget/Plan

Business
Execution

POLICY

PRACTICES

ef
in

e 
St

ra
te

gy

C
ap

ita
l /

 L
im

its Allocate capital to business units and risk 
activities

Manage key risk indicators related to meeting 
performance targetsExecution

Control

REPORTING

Va
lid

at
e 

/ R
e

R
e-

al
lo

ca
te

 C
Enterprise risk management policy standards and 
practices including consistent limit structure

Consistent risk measures and aggregation

Performance
Evaluation

REPORTING

ANALYSIS Aggregated enterprise risk / performance reports

External reporting

Risk and performance data infrastructureRisk and performance data infrastructure
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The Path Forward
Building Risk Capabilities 

Organization

Systematically Build and Improve Risk Management Capabilities

Policies, 
processes

Risks 
measured, 

managed and 

Organization 
focused 

on RM as a 
source of 

competitiveP processes 
and practices 
defined and 
formalized 
across the

g
aggregated 

on an 
enterprise-
wide basis

competitive 
advantage 

and
continuous 

improvement

Capabilities 
are 

characteristic

Process 
established 

and 
repeating:  

li across the 
organization

improvementcharacteristic 
of individuals, 

not of the 
organization

reliance on 
people is 
reduced

Initial Established Uniform Managed Optimizing

OPPORTUNITY
RISK
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A Summary of Key Benefits

Establish Sustainable Competitive 
Advantage

Integrate with business planning and value 
management processes
Avoid missing key risks and losing vitalAvoid missing key risks and losing vital 
opportunities
Optimize balance between capital 
preservation and  growth/profit-generation

Manage Risk at a Lower Cost Minimize risk averse behavior
Develop cost-effective risk strategies and 
solutions
Eli i t d d t i kEliminate redundant or unnecessary risk 
controls

Improve Business Performance Support more informed/proactive risk 
management decisions aligned with business 
objectives/strategies
Link to enterprise performance, measurement 
and monitoring
Reduce volatility and prevent surprisesReduce volatility and prevent surprises
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Confidentiality

We recognize that our clients’ industries are extremely competitive and maintaining g y p g
confidentiality is of the utmost importance.  Accordingly, Aon takes seriously its 
obligation to protect the confidentiality of client information.

Similarly, we view our approaches and insights as proprietary and therefore look to y, pp g p p y
our clients to protect Aon interests in our presentations, methodologies, and 
analytical techniques.  Under no circumstances should the material in this document 
be shared with any third party without the written consent of Aon.

Copyright © 2008 Aon
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