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Risk culture — so what is the challenge?

MY JOB IS TO CREATE
AN ENVIRONMENT
WHERE EMPLOYEES
FEEL SAFE TAKING

RISKS.

Dilbert.com DilbertCartoonist@gmail.com

MY OTHER JOB IS
PUNISHING EMPLOYEES
WHO MAKE ANY KIND

OF MISTAKE.

I -l- =2000 Scon Adamas, Inc./Dist. by UFS, Inc.

MY POINT IS THAT
I™ GLAD I DON'T
HAVE YOUR JOB.
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Or alternatively...
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What do we mean...

 Embedding
— Making an intrinsic part of the day-to-day activities of the business

— Or under Solvency Il more accurately...

— Providing evidence of embedding and demonstrating ‘it’ is happening

* RIisk culture
— Risk culture is complex and multi-faceted

— Atits simplest it is how ‘risk management’ is factored into decision making
— How management is rewarded for taking appropriate risks

— And how senior management encourage communication on risk and respond to
bad news
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Risk culture diagnostic

See article in Risk Management Professional
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Culture is about shared meanings...

Common Governance Spirit
Widely held system of shared meanings
Rules are adhered to

Independence Systems of Control
Increasingly independent of Strong pressure to conform
other people’s pressure to conform to a shared system of meanings
- Staff are left to be guided by - Rules are set to guide behaviour -

their own values -

Weak Governance Spirit
Private system of meanings
Rules are not implemented
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Diagnosing organisational culture

Common Governance Spirit
Widely held system of shared meanings
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Style of ERM implementation

Common Governance Spirit
Widely held system of shared meanings
Rules arejadhered to
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Techniques for evaluating risk management

embedding

*Need to consider best practice in how to
do this practically.

*Institute of Internal Auditors issued a
paper December 2010 — “Assessing the
adequacy of risk management using ISO
31000.”

*This identifies 3 approaches to providing
assurance:

1. Maturity Model Approach
2. Process Element Approach

3. Key Principles Approach

IPPF — Practice Guide

ASSESSING THE
ADEQUACY OF

RISK MANAGEMENT
USING IS0 31000

DECEMBER 2010

\ The Institute of
Internal Auditors
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The 7 embedding ‘tests’

Test |Is Risk Management.... | Meaning

1 Sponsored Leadership clearly sponsor and challenge activity.

2 Owned Ownership accepted and acted upon at all levels.

3 Decisive Influences key decisions.

4 Communicated Outcomes are visible and actively discussed.

5 Integrated Part of day-to-day core processes and procedures

6 Valued Pride and commitment drives continuous
improvement

I Sustained Robust, reproducible and not dependent on single
individuals
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How to use the embedding tests?

* The 7-tests are extremely simple

but very challenging to deliver

Level of embedding and criteria

against Anproaches to managing risk are fully embedded in day-to-day

‘ - _— husiness processes and strategies.
 ‘Baseline’ score each division/ P /

function against key element of a 4 |Approaches are adopted and improving but not fully embedded.

framework or ‘culture tests’

3 |Implementation has been completed in key areas.
 ldentify themes across the

organisation and develop Implarnentation is planned but not delivered.

improvement plans

There iz a level of awareness ar understanding but na action has been
taken.

» Track progress with periodic re-
assessment
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Process element approach

« Break the ‘journey’ into small tangible and measurable deliverables
— Break it down into activities each quarter

« Define what is most important to your organisation
— Risk Policy and Standards

— Risk appetite and tolerances
— Roles and accountabilities
— RIisk reporting and ORSA

« Put a plan together and get local management buy-in to the activities and
timeline

« Track progress and provide support
* Report progress and address issues that arise

 Make it visible and link delivery to local management performance
management targets
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Process element a

roach — an example

Activity

Summary of scope

Risk Strategy

Risk Management Framework understood &
communicated. Policy direction championed
actively.

Risk Standards

Risk Standards are adopted, gap analysis
completed and improvement plan agreed.

Risk Appetite &
Tolerances

Risk appetites and tolerances are agreed and risks
are monitored against these.

Accountabilities and
Ownership

Accountabilities within the risk process are
understood, agreed and acted upon.

Risk identification &
assessment

Risks are proactively identified, discussed and
evaluated using the risk system to capture
conclusions.

Risk Response

Improvement plans are agreed and acted upon
where necessary to address deficiencies or risk
events.

Risk Reporting

Risks, including emerging risks and risk events are
proactively reported by coordinators with limited
input from the risk function.

Risk Review &
Governance

Governance arrangements are clearly defined and
acted upon. Management and Boards review &
challenge risk data.

Average
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Em

nedding plans - an example of a structure
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Risk Strategy

Risk Management Framework
understood & communicated. Policy
direction championed actively.

Risk Standards

Risk Standards are adopted, gap
analysis completed and improvement
plan agreed.

Risk Appetite &
Tolerances

Risk appetites and tolerances are
agreed and risks are monitored against
these.

Accountabilities and
Ownership

Accountabilities within the risk process
are understood, agreed and acted upon.

Risk identification &
assessment

Risks are proactively identified,
discussed and evaluated using the ARM
system to capture conclusions.

Risk Response

Improvement plans are agreed and
acted upon where necessary to address
deficiencies or risk events.

Risk Reporting

Risks, including emerging risks and risk
events are proactively reported by
Coordinators with limited input from
Group Risk.

Risk Review &
Governance

Governance arrangements are clearly
defined and acted upon. Management
and Boards review & challenge risk
data.
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How this approach can be deployed

» Practical experience suggests it works well if...

« Local management take accountability for progress reporting

— Make local management report their ‘embeddedness’ with evidence (Its only
embedded if they say so...)

— Instil some competition between areas

« Can we used to evaluate a division’s progress or evaluate specific
processes

— Risk committee effectiveness
— Risk Assessment and emerging risks
— Risk event reporting and stress testing

— ORSA process development
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Its about more than just process and evidence
- Integrating with Learning & Development programmes -

\::) AMUNACADEW
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was motivined 10 conider the parallels

that exist betwaen the key challenges in

imgplementing both business continuity
and eamerpeiue vk managerment having
read some wery intoreding articles in the
December copy of G

2 think abau this more desply. Having done some digging, debating and benchmarking,
1 found rrvpwell & nﬂmg mensber of the “Use and Embedding’ peoject worksiream, being
d 50 deliver; ¢

Developing the seven embedding tests
n

s ane of hose waonds, ke 'mmepme
— everyane uses it, everyooe is ‘at it', but
what doss 1t actually mesnd

You canoct 1usn the page of & contisity
o risk magazine without reading about the
impanance of ‘embeddng’ to the succes

would be very hard 1o come up with tangible messres of
«m.-n.m.:. it is wery much the same peoblem s measuring & risk culture’ — but it
enight be possibile 15 creste a series of Tets’ 1o demonsirue whethes it had been achisved
A sexies of with crons B Crpanbatian resubed in the
fallomwing ‘seven tews” lissed in Figure 1.

Tewt | e risk mesagrennt | Meaning

of any p ingly working
for an insusance organistion (aced with P Laadonsttn choarhy spmmr amil chudwngs aciuity
mesting Solvency If reg Yy
the Systems of Covernance’ mq.umns 3 |t Ownenihip accaptsed and acted upon o evels
under Fillar 7 of these regulations requise

1 | Dectiren amcom bary decabonn

S 10 demonsiale ‘use and embedding.
This is known as the *Use Test'. Sisply ;.uu
the regulinces are saying, "I you if
models and peoceses are o pood nm -
should refy on e for regulasicn, they

4 |Commeniced e be and acthody dacesmed

5 |iebegrased Powt of dumy-br iy Cotw paOC eI ard prooedune

are good encugh for you 100; show us how
yors hane embedded them in youw decsion

makiu;.' Mot surpeisingly this & not being

focused on by advisary crganisations’

1s it embedded yet?
1 wes secently asknd by sanice executives
10 come wp with & wiy of mescering
‘emteddertness’ fwc] wcrons the
Ceganisation. My first reaction was, “Greal
— you have got what Bl about ™ My
socond reacticn was, “Well serdy you
know whether it is embodded or mcr, dont
yonsd” The: anwwer chvicusly came back
“Ves, bt can yous plesse prove i, and bemer
still document it for ws”

This left me going o into & dark roces
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Continuity

6 |Vaued Pridur arad coareritmers Aitves cominures b prover e
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Hg 1 - The seven embede g ‘e

What are the embedding tests?
Lot focus maore closely on the key elements of the seven tessx

Spovmored — This s all about enwring St there is exncutive and bowrd-level suppont
faxr the programme sed this i maintained ower time. Lesdors should challenge and be
demanding, rather than just saying the right Siings cocavcnally. Evidence of emberdding
would include board and management commiios minutes, Sl magazines, websites and
Business plans.

vowed] — I soemecne i & ‘ridk cwner’, thry should pestively feel the scoountabiities of

crmnership, and this should be inked 10 their performance management and rewsrd. This
could e evidenced Seaugh pedomance reviews, personal chjatives and remuneaticn
commizes minutes.

magazine March 2011

Leading the risk profession



