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Agenda of topics for discussion

1. Scope of risk assurance

2. Corporate governance standards

3. Risk Management standards

4. RM process + RM framework = RM standard
5. Qualitative or Quantitative

6. Risk appetite and contribution of ERM

7. RM qualifications

8. Role and responsibilities of the risk manager
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Essential Reading materials

1. A Risk Management Standard. The Institute of Risk Management (2002)
http:Z7/www.theirm.org/Zpublications/documents/Risk Management Standard 030820.pdf

2. Management of Risk: Principles and Concepts. The “Orange Book”. HM
Treasury (2004)

http:/Z/www.fkkt.uni-lj.siZattachments/1969/management of risk.pdf

Section 1: Introduction to Risk Management

1. Internal Control: Revised Guidance for Directors on the Combined Code.
Financial Reporting Council (2005)

www.frc.orqg.uk/documents/pagemanager/frc/Revised2%620Turnbull2620Guidance2200ctober2202005.pdf

2. Enterprise Risk Management — Integrated Framework. Committee of
Sponsoring Organizations of the Treadway Commission (COSO) (2004)

WWW.c0s0.0orgZdocuments/COSO_ERM_ExecutiveSummary.pdf



http://www.theirm.org/publications/documents/Risk_Management_Standard_030820.pdf
http://www.fkkt.uni-lj.si/attachments/1969/management_of_risk.pdf
http://www.frc.org.uk/documents/pagemanager/frc/Revised Turnbull Guidance October 2005.pdf
http://www.coso.org/documents/COSO_ERM_ExecutiveSummary.pdf

The Institute of RI

The Institute of Risk Management

Recognition or identification of risks and identification of the nature of the risk and the circumstances
in which it could materialize.

Ranking or evaluation of risks in terms of magnitude and likelihood to produce the “risk profile” that
is recorded in a risk register.

Responding to significant risks, including decisions on the appropriate action regarding the following

options:
- tolerate;
C treat;
- transfer;

® terminate.
Resourcing controls to ensure that adequate arrangements are made to introduce and sustain
necessary control activities.
Reaction planning and / or management. For hazard risks, this will include disaster recovery or
business continuity planning.
Reporting and monitoring of risk performance, actions and events and communicating on risk
issues, via the risk architecture of the organization.
Reviewing the risk management system, including internal audit procedures and arrangements for
the review and updating of the risk architecture, strategy and protocols.
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The Risk Management Process

The Organisation’s
Strategic Objectives

Risk Assessment
Risk Analysis
Riisk Identification
Risk Description
Risk Estimation

— Risk Evaluation ——

Risk Reporting
Threats and Opportunities

Modification
Formal Audit

——— Decision .

Risk Treatment —

e Residual Risk Reporting

Figure 6.1 IRM risk management process
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Risk architecture Risk strategy
Risk architecture defines roles, Risk strategy, appetite, attitudes and
responsibilities, communication and risk | philosophy are defined in the risk
reporting structure management policy

Risk management process

Risk protocols

Risk protocols are defined in the risk guidelines for the organization and include
the rules and procedures, as well as the risk management methodologies, tools
and techniques that should be used
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Figure 6.3 COSO ERM framework
COSO’s ERM “Cube Diagram”
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Figure 6.5 Risk management process from ISO 31000



The board
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Audit committee

A

» Overall responsibility
for risk management

v

Executive committee

» Ensure risk management is
embedded into all processes
» Review group risk profile

¢

» Receive routine reports from group RM
committee

* Set audit programme

» Monitor progress with audit recommendations

Group risk management (RM) committee Disclosures committee

» Formulation of strategy and policy
» Compile group risk register

* Receive reports from divisions

e Track RM activity in the divisions

» Review and evaluate disclosure
controls and procedures

« Consider materiality of information
disclosed to external parties

Divisional management

— > Inform and monitor actions

—p Reports for evaluation

Prepare and keep up to date the divisional risk register
Set risk priorities for division

Monitor projects and risk improvements

Prepare reports for group RM Committee

Manage self-certification activities




Trustee board
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A

» Overall responsibility for risk
management

v

Executive committee

S |

Audit committee

 Establish Internal Audit Plan

* Receive reports from committees

* Review Annual Report to Charity
Commission

Governance and risk committee

* Provide assurance to the board that risks to achieving excellence in governance are being effectively

understood, managed and mitigated

« Identify significant risks that the board needs to consider in detall

« ldentify that the risk management strategy and policy is implemented consistently across the charity
« Monitor and ensure the effectiveness of risk management governance systems
» Ensure that the risk register is fit for purpose and meets requirements sufficient for the board to

discharge statutory functions

t

Fund-raising committee

A 4

l

Events committee

Finance committee

Inform and monitor actions

Reports on RM activities




Board members’ responsibilities, obligations and rewards
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1. 2. 3. 4.
Membership Accountability Delegation Remuneration
\ 4 \ 4
Supervisory and managerial boards
1. 2. 3. 4. 5.
Strategy CSR* Risk Audit Disclosure

Stakeholder expectations, rights, participation and dialogue

* Corporate Social Responsibility

Governance
by the Board

Governance
of the Board
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Impact
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Figure 26.2 Risk appetite, exposure and capacity (optimal)
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Figure 26.3 Risk appetite, exposure and capacity (vulnerable)
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Core internal audit roles Legitimate internal audit Roles internal awdit
im regard to ERM roles with safeguards should not undertake

Figure 32.1 Role of internal audit in ERM
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Culture measurement — by use of a recognized framework such as CoCo or COSO in
order to gain a quantitative evaluation of the control environment

Audit reports — produced by internal audit and external auditors on a range of issues
including risk assessment, implementation, compliance and training

Unit reports — produced by the unit itself on such issues as CRSA, response to audit
reports and recommendations and reports on incidents that have occurred

Performance of the unit — on risk-related issues, losses, significant weaknesses in
control measures and details of any material losses suffered by the unit

Unit documentation — on topics such as the risk management policy, health and
safety policy, business continuity plans, disaster recovery plans and other relevant
documentation
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