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International Diploma in Risk Management 
 
Core Module Five: Risk Solutions 
 
Module aims  
 
The aim of this module is to provide a critical overview of the implementation of risk 
management responses within an organisational setting. In particular, the module will 
provide a thorough introduction to a range of risk management tools, techniques, 
systems and processes for managing organisational risk. 
 
The module will also outline how a risk management programme can be developed 
to manage the implementation of risk responses. 
 
Module learning outcomes 
 
After completing the module by reading the material and considering the associated 
study questions, the student should be able to: 
 
1. Explain why adopting a structured approach to managing risks is a successful 

strategy. 
 
2. Identify a series of different strategies that can be adopted for managing risks, in 

terms of both securing opportunities and mitigating threats. 
 
3. Examine the nature of these different strategies. 
 
4. Explain how strategies are evaluated and selected to address specific risks. 
 
5. Understand how risk responses are brought together within an overall risk 

management programme. 
 
6. Understand how risk management programmes can be adapted to organisation 

cultures to embed risk management approaches 
 
Module syllabus 
 
Unit One: Structured approaches to managing risk.  
Explains the business benefits associated with adopting a proactive and structured 
approach to managing organisation risks.  
Explores how an organisation implementing an enterprise-wide approach to 
managing risk needs to adopt a range of techniques to address specific risks.  
Identifies the consequences of not managing risks successfully through case studies 
of the impacts of significant organisational threats and the failure to seize significant 
business opportunities. 
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Unit Two: Risk management strategies. 
Identifies a range of potential strategies for managing risk including resilience, 
flexibility, robustness and controls.  
Critically evaluates the benefits and limitations of each alternative strategy.  
Imparts understanding where regulatory measures, such as Basel II, Solvency II, 
Sarbanes-Oxley, etc, impose constraints on an organisation in terms of the 
approaches available. 
 
Unit Three: Internal controls. 
Explains the fundamental purpose of internal controls and how a sound system is 
established.  
Determines how controls provide reasonable assurance regarding the effectiveness 
of organisational operations, procedures and compliance with external regulatory 
requirements. 
 
Unit Four: Hierarchy of risk responses.  
Outlines a range of potential risk responses and explaining why these fit into a 
natural hierarchy.  
Explores how there may not be a single possible response to a specific risk and how 
risk responses need to be tailored to each risk issue. 
 
Unit Five: Eliminate and control risk.  
Explains how strategies associated with eliminating risk at source are implemented 
by reference to concepts such as “inherent safety” and learning from other 
organisations’ mistakes.  
Explains how strategies associated with modifying the probability of occurrence of 
outcomes are developed by reference to a range of approaches including: 
 
• risk control as applied to property loss control, fire safety and physical security 
• health, safety and environmental management 
• financial fraud risk management 
• IT security risk management 
• portfolio management of opportunities (private equity portfolios, pharmaceutical 

product pipelines). 
 
Explains how strategies associated with modifying the consequences of an event that 
occurs, are developed by reference to a range of approaches including: 
 
• crisis management and communication 
• business continuity management. 
 
Unit Six: Risk financing.  
Explains how strategies associated with transferring the consequences of events are 
developed by reference to a range of approaches including: 
 
• contractual risk transfer 
• outsourcing of services 
• insurance 
• securitisation and catastrophe bonds 
• derivatives and treasury risk management solutions, and 
• blended solutions such as risk retention and alternative risk financing (ARF). 

 
Briefly reviews the mechanisms of application as well as the strengths and limitations 
of each. 
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Unit Seven: Managing uncertainty and capturing opportunities.  
Explains how strategies associated with developing resilient and flexible 
organisations are devised by reference to a range of approaches including 
information system networks.  
Explains how strategies associated with seeking out risk are developed, particularly 
with reference to deriving business benefit and opportunities from operating with high 
levels of risk. Considers issues such as: 
 
• managing organisational change 
• corporate social responsibility 
• evaluating merger and acquisition opportunities. 
 
Unit Eight: Risk management decisions.  
Explains how to evaluate a range of potential risk responses including an introduction 
to the use of cost/benefit analysis techniques.  
Imparts understanding of how an organisation managing a range of enterprise risks 
needs to adopt techniques capable of facilitating management decision making when 
resources available to manage risks are finite. 
 
Unit Nine: Risk management programmes.  
Explains how the range of risk responses reviewed to date can be brought together 
within an overall risk management programme. 
Identifies the different elements of a risk management system (policy, objectives, 
roles and responsibilities, risk assessment, risk controls, monitoring, auditing and 
reporting) and how these are implemented in practice.  
Explores how an organisation can implement a risk management programme.  
Identifies ways of sustaining the development of a risk management programme over 
time including techniques such as continuity improvement. 
 
Unit Ten: Risk management culture.  
Explores the cultural aspects of implementing a risk management programme, 
including how to select approaches that are appropriate to a particular organisation’s 
culture.  
Imparts understanding of how to translate a risk management policy and strategy into 
a series of medium-term (three to five years) risk management objectives and hence 
implement a risk management improvement programme.  
Imparts understanding of what can happen if a risk management programme is not 
adapted to an organisation’s culture.  
Explores how to manage and monitor a risk management improvement programme 
across a large or complex organisation.  
Imparts understanding of the need to develop and embed risk management skills and 
understanding in the organisation to support the implementation of a risk 
management programme.  
Introduces the concept of a “learning organisation”.  
Explores the value of monitoring and auditing programme progress as a way of 
evaluating the effectiveness of risk responses and encouraging continuous 
improvement. 
 


